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Built-in Elliptic Curves
The CXI firmware module of your device can use elliptic curves for ECDSA signature creation, EdDSA signature creation and ECDH key agreement. Each 
curve is specified by elliptic curve domain parameters and is identified by a name.

The following table lists curves actually approved/allowed for FIPS 140-3. The table shows what is blocked in FIPS mode and what is not implemented.
Built-in elliptic curves are listed by their name, denotes the bit size of their domain parameters (i.e. the key length), references the specification where the 
curve and its domain parameters are defined, and shows what they can be used for.

On high-performance HSM models, numerous common elliptic curves are implemented in hardware.

approved / allowed

blocked 

Not implemented

Type Curve Size sign verify deriveKey agreeSecret
ECDSA

user
authentication

generateKey
(pair) Defined in 

Weierstrass Curves P-224
P-256
P-384
P-521

224
256
384
521

in FIPS mode 
only 

ECDH_COF
with kdf

[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]

P-192
K-163
B-163

192
163
163

[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
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Type Curve Size sign verify deriveKey agreeSecret
ECDSA

user
authentication

generateKey
(pair) Defined in 

Weierstrass Curves K-233
K-283
K-409
K-571
B-233
B-283
B-409
B-571

233
283
409
571
233
283
409
571

[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]

Montgomery Curves curve25519
curve448

255
448

[RFC 7748] with Errata ID 4730
[RFC 7748] with Errata ID 4730

Twisted Edwards 
Curves

Edwards25519
Edwards448

255
448 only 

EdDSA
only 

EdDSA

  [RFC 7748] with Errata ID 4730
[RFC 7748] with Errata ID 4730

Brainpool Curves brainpoolP224r1
brainpoolP256r1
brainpoolP320r1
brainpoolP384r1
brainpoolP512r1
+ twisted variants
brainpoolP224t1
rainpoolP256t1
brainpoolP320t1
brainpoolP384t1 
brainpoolP512t1

224
256
320
384
512

224
256
320
384
512

[BP]
[BP]
[BP]
[BP]
[BP]

[BP]
[BP]
[BP]
[BP]
[BP]
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Type Curve Size sign verify deriveKey agreeSecret
ECDSA

user
authentication

generateKey
(pair) Defined in 

assuming the module verifies the domain parameter validity to ensure the correct curves are used (i.e., not its quadratic twist)*

Curve secp256k1 
(Koblitz, security 
strength of 128 bits)

secp256k1 256
only for 
use with 
blockch

ain 
applicati

ons

only for 
use with 

blockchai
n 

applicatio
ns

only for use 
with 

blockchain 
application

s

[SEC2]

French Curve FRP256v1 256 [ANSSI]

Table 1: List of built-in elliptic curves
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