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The device offers a collection of elliptic curves, which can be used for ECDSA signature creation,
EdDSA signature creation and ECDH key agreement. Each curve is specified by elliptic curve
domain parameters and is identified by a name.

The following table lists all built-in Elliptic Curves by their name, denotes the bit size of their domain
parameters (i.e. the key size) and references the specification where the respective curve and its
domain parameters are defined.

Elliptic Curve calculations are implemented in firmware on CryptoServer CSe-Series models CSe10
and CSe100, and on Se-Series models Se12 and Se52. On CryptoServer Se-Series models Se500
and Se1500 numerous common Elliptic Curves are implemented in hardware while other less
common Elliptic Curves are implemented in firmware. Elliptic Curves that are implemented in
hardware on CryptoServer Se-Series models Se500 and Se1500 are marked by a @ in the last

column of the table below.

Name(s)

secp112rT

secp112r2

sect113r1

sect113r2

secp128r1

secp128r2

sect131r1

sect131r2
brainpoolP160r1
brainpoolP160t1
secp160k1

secp160rT

secp160r2

NIST-K163 / sect163k
sect163r1

NIST-B163 / sect163r2
brainpoolP192r1
brainpoolP192t1
NIST-P192 / secp192rT
secp192k1

sect193r1

sect193r2
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112
112
113
113
128
128
131
131
160
160
160
160
160
163
163
163
192
192
192
192
193
193

Size

[SEC2]
[SEC2]
[SEC2]
[SEC2]
[SEC2]
[SEC2]
[SEC2]
[SEC2]
(BP]

[BP]

[SEC2]
[SEC2]
[SEC2]

[FIPS186-4], [ANSI-X9.62], [SEC2]

[SEC2]

[FIPS186-4], [ANSI-X9.62], [SEC2]

[BPI
[BP]

[FIPS186-4], [ANSI-X9.62], [SEC2]

[SEC2]
[SEC?]
[SEC2]
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Name(s)

brainpoolP224r1
brainpoolP224t1
NIST-P224 / secp224r1
secp224Kk

NIST-K233 / sect233k
NIST-B233 / sect223r1
sect239k1

curve25519
edwards25519
brainpoolP256r1
brainpoolP256t1
NIST-P256 / secp256r1
secp256k

FRP256v1

Sm2p256v1
NIST-K283 / sect283k
NIST-B283 / sect283r1
brainpoolP320r1
brainpoolP320t1
brainpoolP384r1
brainpoolP384t1
NIST-P384 / secp384r1
NIST-K409 / sect409k
NIST-B409 / sect409r1
curved48

edwards448
brainpoolP512r1
brainpoolP512t1
NIST-P521 / secp521r1
NIST-K571 / sect5 71k
NIST-B571 / sectb71r1
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224
224
224
224
233
233
239
255
255
256
256
256
256
256
256
283
283
320
320
384
384
384
409
409
448
448
512
512
521
571
571

Size

Defined in
(BP]
(BP]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[SEC2]

[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[SEC2]

[RFC 7748] with Errata ID 4730
[RFC 7748] with Errata ID 4730
(BP]

(BP]

[FIPS186-4], [ANSI-X9.62], [SEC2]
[SEC2]

[ANSSI]

[SM2]

[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
(BP]

(BP]

(BP]

(BP]

[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[RFC 7748] with Errata ID 4730
[RFC 7748] with Errata ID 4730
(BP]

(BP]

[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
[FIPS186-4], [ANSI-X9.62], [SEC2]
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