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Introduction

1 Introduction

This document provides step-by-step instructions on how to bring the CryptoServer LAN into
service, how to prepare a computer (Windows) for the CryptoServer administration and
guides you through the initial administration steps. It does not cover all scenarios and is
intended as a supplement to the documentation provided in the product bundle.

The product bundle is downloadable from the following site:
https://support.hsm.utimaco.com/support/downloads/

You have to be registered for this download portal and access to a download area, e.g.,
,SecurityServer Se Gen2", must have been granted.

For detailed information on the full range of setup and configuration options, please read the
CryptoServer LAN V5 Administration Manual and the CryptoServer Administration Manual.

Before you start with the installation, read the safety instructions in the CryptoServer LAN V5
Operating Manual and examine the CryptoServer LAN device for obvious signs of damage.
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2 Getting Started

2.1 Connect Power Supply and Switch on CryptoServer LAN

[ 1] L} i ‘Q 3 -
IIIII-IIIIIIIIII &
CE T T e —
Dual power supply (AC) eth0 eth1 VGA CryptoServer PCle card

Rear view
1. Connect the two independent 100 V - 240 V main power supplies.
2. Connect an RJ45 network cable to Ethernet port ethO.

3. Turn on the power switch.
The CryptoServer LAN is ready for operation after approx. 90 seconds.

4. The display shows alternating status information.

- CryptoServer LAN - - CryptoS5erver ! - Cry ?tﬂq:l“:l
H5M Model:

HS5M Status

Mode: Operational
Admin Mode:

5. Make sure that the second display shows Mode: Operational.
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Getting Started

2.2 Change the root and cslagent Password
1. Connect a monitor to the VGA connector on the rear side of CryptoServer LAN.

2. Connect a keyboard to the Host1 or Host2 USB port on the front panel of
the CryptoServer LAN.

3. Log into the the CryptoServer LAN as the user root .

CryptoServer login: root
Password: utimaco

4. Change the password of the user root :
root@CryptoServer:~# passwd

5. Enter the new password.

Make sure the password consists of at least six characters. It should be a combination
of lower case letters, upper case letters and numbers.

6. Log in to the the CryptoServer LAN as the user cslagent .
su - cslagent

7. Change the password of the user cslagent .
cslagent@CryptoServer:~# passwd

8. Enter the old password.

9. Enter the new password.
Make sure the password consists of at least six characters. It must be a combination of
lower case letters, upper case letters and numbers.

10. Log out from CryptoServer LAN with the exit command.
11. Perform the exit command once more.

12. Disconnect the monitor and the keyboard from CryptoServer LAN.
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2.3 Open CryptoServer LAN Control Menu

Press ENTER to show the CryptoServer LAN menu on the display.
———— CSLAN menu —— ¥

HS5M ac

PIN Pad applications

2.4 Configure the IP Address (e.g., static IPv4)

J—

. Select CSLAN admin. > Configuration > Network IP4 by pressing the ENTER button.
2. Use the | button to select eth0 and press ENTER to open the menu item.
3. Use the | button to select Address and press ENTER to open the menu item.

4. Enter the IP address by using the 1t — | < keys. Then press ENTER, the — key and ENTER
again to confirm.
Set

0 IP4

892.168.123.123/24

1,1 Change the displayed digit
<, = Change the cursor position

2.5 Set the IP Address for the Default Gateway

1. Select CSLAN Admin. > Configuration > Network IP4 > Default gateway by pressing the
ENTER button.

2. Enter the IP address by using the 1t — | « keys. Then press ENTER, the — key and ENTER
again to confirm.

———— Set walue

Default gateway

182.168.123.123

1,1 Change the displayed digit
<, = : Change the cursor position
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2.6 Enable the SSH Daemon
If the SSH daemon is disabled (default: enabled), enable it by performing the following steps:
Consider that CryptoServer LAN uses different SSH keys for each boot partition.

1. Select CSLAN Admin. > Configuration by pressing the ENTER button.

2. Use the | button to select Services and press ENTER to open the menu item.

3. Press ENTER to select SSH.

4. Use the | button to select enabled and press ENTER to open the menu item.

5. Usethe « or — button to select [*] Yes and press ENTER.

2.7 Preparation Steps (Admin Computer)

1. Install the Java Runtime Environment (JRE): http://java.com/en/download/

2. Download the corresponding Java Cryptography Extension (JCE) Unlimited Strength
Jurisdiction Policy Files (e.g., jce_policy-8.z1ip ), extract them, and copy the jar files
to< your Java installation directory>\lib\security.Theexisting .jar files
in the directory are overwritten.

2.8 Connect the PIN Pad to the Administration Computer

1. Connect the delivered PIN pad to a USB port of the administration computer.

utimaco’ .o
e ———————
Utimaco

Fli-Uersion @1.81

LOO@.
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Utimaco cyberJack one PIN pad

2. Install the PIN pad driver.

You find the corresponding files in the SecurityServer product bundle:
~\Software\Windows\Tools\cyberJack\Driver

2.9 Install the PIN Pad Driver

The example shows the installation of Utimaco’s PIN pad driver for Utimaco cyberJack one on
a Windows 7 computer.

[ﬁ

(L) o Updste DrivesSoftware- cybestack GHE

Diewi Tied

File Action Wiew Help
| m| DB & How do you want to search for driver software?
b g Disk drives

o g Display adapters Gereeal | Dwver [M‘
bl DVD/CD-ROM dirves o -

# Search automatically for updated driver software

ViirsBarws will SEBTC o COMpUtEr ind the Intemet for the Latest diiver seftvare
b 05 Human Intedface Devices . cyberdack ONE For your device, unbess you've ditabled this feature in your device ingtallation
1 4. IDE ATASATAR] controllers seftings.
o 5 Imageng devices
= Device type: Otheer devices
b= Keybeards o b # Browse my computer for driver softvware
oI Mice and other pointing devices Marufactrer,  Linknown Locate nd install derver software mamaaly.
o Al Modems Locaton: Location 0 [Post_H0002 Hub_#10001)
» B Moniters - -

Davica status
[Thoer ctwars fox this devioe ane not installed. Code 28) -

R Porible Dot Thotr i o0 deiver szt for th denvice iflormation sel of
b Ports (COM & LPT) LR .

b }'ﬂ Security Devices To find a driver for this device. chok Undate Dever.
b -8 Seund, video and game controllen

& 18 System devices
b Universal Seral Bus controllers

O]=m=

Browse for driver software on your computer

+ Let me pick from a list of device drivers on my computer
This fist will show installed driver scftware compatible with the device. and all driver
softevare in the same categony & the device.

O===
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e Publisher: Utimaco 15 GmbH

Would you like to install this device software?

IName: Utimaco IS GmbH Universal Serial Bus dev..,

) Ay ot st o “Uimaco S G, (insan_)

@ You should only install driver software from publishers you trust. How can [ decide
ich device sotaate & afe 1o nstal

File Action View Help

Windows has successfully updated your driver software

‘Windiowes ks finithed installing the drver coftware for this device

s mDHMD & ENS

Marnd Rener SCT
Locaton Location 0 (Port 10002 Hub_0001)

Device status

[This device: is working propedy.

& Disk drives

g, Display adapters

b gkl DVDYCD-ROM drives

& O Human Interface Devices
& g IDE ATA/ATAP eontrollers
& 5 Imaging devices

1 Keyboards

- Mice and other pointing devices
b 5] Modems

W& Moniters

o & Metwork adepters

» I Portable Devices

&Y Security Devices

r:>-‘ Sound, video and game controllers

oM System devices
. Universal Serial Bus controllers
[d-ﬂ Universal Serial Bus devices

_§ oyberdack ONE

4

Page 10 of 16

Document Version: 1.0.16

Product Version: 6.0.0

Document No.: 2018-0016



Initial Administration Steps

utimaco’

3 Initial Administration Steps

3.1 Connect to CryptoServer LAN (via CAT)

Install the SecurityServer package from the

product bundle;

SecurityServer—-<version>.msi Or

@n&ﬂw»ﬁdmhi‘mmim Teol (Version 2.01.21)

Manage Aumentcatien Teken About

i @ 2L B R

CryptoServerSetup-<version>.exe im et e et b e e e

CryptoServer Administration Tool (CAT)
automatically starts after the installation.

Click Devices in the CAT toolbar.
Enter the IP address of the CryptoServer LAN

into New Device.

G A W N

6 Click the OK button to save the settings.

3.2 Configure the PIN Pad

1 Click File in the CAT menu bar.

2 Select Settings... .

Make sure Type is set to Autodetection and USB Port is

selected.

4 Click OK to save the settings.

Document No.: 2018-0016

Click the Add to List button.

Click the Test button to ensure CAT can
connect to the CryptoServer LAN.

# CoypteSenier Dedces (===
.IDEH'.\H”
@ Exampies for CryploServer Devices: 153 msa.m[cm-.m.mn‘mm.mm(@
FaevicaZ (PO card, Linud), 3000Q 1270081 (Simulstsr)
|mwn.m | oo ]
Davicolimt [ |
C Test || ceme |
6 e |

Dewice: 1017 ~ | Wode: Operstions Login State: €000 | Sessan —

Temp.: 28.8°C B Al OFF

ptoServer Administrati

- ow Manage Authentic

Devices.
=)o
,

o At

® setings =
[Pai o] veneout]
Select the type of PN pad and the port to which the PN pad
is connected to the client computer.
PN Pad
o pe—— =)
Port @ USB Port @
) COM Port COM1 -
O]
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3.3 Generate a New Smartcard Token

G A WON

Click Authentication Token in the CAT menu

bar.
Select Smartcard... .
In the Key-Info text box, enter a key name. Devices Show Stata
Select 2048 for RSA Key Length (bits). SR S S
Click Generate... . re 22288 |X
@ Seancied Teken Managemment =

Follow the instructions on the PIN pad.
At first insert the smartcard for

the authentication token.

Next insert the Tst and 2nd smartcard f
authentication token backups.

Default PIN: 123456

= | Geverae | amaure | copy | Cnange oo | )

e

e & F -
a1 T janarated Ly £ X0A haes on Gferet amaricans. To ndensty e oned Ley o0 snartcard e |
optonl Key-nh i avalsbie. For 2948 bt FEA keys o ENpe Curves TUOS 10 cands are reguined

Tha acearate by proadunt iresrwibes a5 xiiig iy o6 Snartcasd Piuss contect Bha P fad & e boat

or the

[Deves 189715 + Wote: Oparstossl | vgm State: 00000000 Senson —

93 1027 F || A OFF Wy 0K Q6770 |

3.4 Change the Authentication Token for the Default User ADMIN

Here the change is shown using smartcards.
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1 Click Manage User in the CAT toolbar.
2 Select the user ADMIN.
3 Click Change Token/Password... .

Keep the Smartcard Token option
4 selected and click OK to log in as ADMIN

to the CryptoServer.

Follow the instructions on the PIN pad. _

Use a smartcard with the old e e e —————— |
5 authentication token for the user ADMIN delivered — =

by Utimaco (PIN: 123456) to authenticate the — —

change. Use the OK button ' ' %@Mmmm

on the PIN pad for confirmation. e

Ta cancel aparston Brews sbor kay 2 P Bad

Kyt Token

6 Click OK to close the CAT login confirmation message.

O =

7 Keep the Smartcard Token option selected as the new | ® hesenesuseoken =
authentication token for the user ADMIN. @
8 Click the OK button. e e P00 o s ctemaion s

2 Type n PN for user smartcard and press confrmation key
— Rendy —

Ta cancel operation prass abort key 81 PH pad

Follow the instructions on the PIN pad.

Use the smartcard with the previously generated Koyt Toen
9 smartcard token.
A message appears to confirm the successful change | ... .
of the authentication token for the user ADMIN.
O =
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3.5 Login to the CryptoServer as Default User ADMIN

Click Login/Logoff in the CAT R mnmmm:wmmm@
u toolbar. SR — - =
=M @ PO L.. R e
2 Select the ADM'N user. Devicas Show Status | Show Frmwate Show Filas User | Manage MBK | Mans; ;ef.—»m BackupRestors
3 Click the Login... button. B R = P
4 Keep Smartcard Token selected. " Commectien to Criproserver @
5 Click the OK button.
6 Insert the smartcard with the new
authentication token into the PIN pad. P
7 Follow the instructions on the PIN pad.
"h?:‘mmmm "f'n:::.ol = h

Logn Status

Ky P

8 Click the Close button.

3.6 Generate a Master Backup Key (MBK)

An MBK is a 256-bit AES key used for backup, encryption of external key storage or
synchronization of CryptoServer in a cluster.

Keep three smartcards, delivered by Utimaco, at hand.
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A A W NN =

10
11

12

13

14

15

16
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Click Manage MBK in the CAT toolbar.
Enter an MBK Name.
Keep m out of n selected.

Keep m (Shares) = 2 and
n (Shares) = 3 selected

Select Automatic MBK Import.

Click Generate... .

Select MBK Smartcard Token.

Click OK.

Enter the first MBK smartcard into the PIN pad.
Press OK on the PIN pad.

Enter the smartcard PIN and press OK on the
PIN pad.

Close the confirmation message for the creation
of the first MBK share with OK.

Repeat steps 7 to 12 for the other two MBK
shares/MBK smartcards.

Close the confirmation message for the creation
of all MBK shares with OK.

Select the Info tab to see all details about the
MBK stored in the CryptoServer.

Click CardInfo to show details about the MBK
share stored on the smartcard currently inserted
in the PIN pad, and press OK on the PIN pad.

4 CryptoServer Adminitration Teol (Version 201 21)
fon Sraw Wanage sumemtcaen Toun

=T 2| & B R

Devices Show Sistus | Show Framware Show Fies | LopvLogeit Manage |

Manage U

©)

& Remote Master Backup Key (MBK) Management
Genersen | mpon | Baciup | wew crange Pn | me

7 e CrysteBerver, i he chackbox Ausimatic LBK gl i Seacthated

(~)

i
=
!

MBKType 25 BLAESKey

- C=0®

mEhee 2
n(snaes) 3

nformaticn abost PR gad dabgs

Informatcn sbost PR pad daiogs

To cancel operation press akort ey at P pad

ey Path

=

4 Remote Master Backup Key (MBE] Management

I sl ) (15)

Tha command ges indzrmaton about siored UEK £ the CryptaServer and on smartzands.

WEs stcred i the CrypluServer
set Hame Lesgn
3 |pescamx | 132 pytes A

Geseraton Date eyChec Vatse

2014708725 10:15:45 __|818A738B12T1ER

{

Genaraton Date
2014708725 10:15:45

KayCheck Valos
|e1ea7sesroriey

®m
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4 Further Reading

After you have finished performing the steps described in this document, your CryptoServer
LAN is prepared to be fully integrated into your system infrastructure and to get operational.

Please find detailed information on the full range of setup and configuration options, as well
as information about possible integration scenarios in the SecurityServer product bundle in
the Documentation directory. Recommendations for further reading:

CryptoServer LAN V5 Administration Manual
CryptoServer Administration Manual
CryptoServer csadm Manual

CryptoServer CAT Manual

CryptoServer LAN V5 Operating Manual
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