CryptoServer LAN V5

Administration Manual

utimaco’



Imprint

Copyright 2024

Phone

Internet
e-mail

Document Version
Product Version
Date

Document No.
Status

All rights reserved

Utimaco IS GmbH

Germanusstr. 4

D-52080 Aachen

Germany

AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081

APAC +81 800-919-1301
https://support.hsm.utimaco.com/
support@utimaco.com

1.5.10
6.0.0
2024-10-23
2018-0010

PUBLISHED

No part of this documentation may be reproduced in any form gprinting, photocopy or
according to any other proc‘esslg)wnhoutlthe written approval of Utimaco IS GmbH or be
processed, reproduced or distributed using electronic systems.

Utimaco IS GmbH reserves the right to modify or amend the documentation at any time without
prior notice. Utimaco IS GmbH assumes no liability for typographical errors and damages
Incurred due to them. Any mention of the company name Utimaco in this documents refers to
the Utimaco IS GmbH.

All trademarks and registered trademarks are the property of their respective owners.


https://support.hsm.utimaco.com/
http://support@utimaco.com

utimaco’

Table of Contents

1 LT T T S 8
1.1 ABOUL this ManUAl ... 8
1.1.1 Target Audience for this Manual ...............cccceeiiiiceisecceee s 8
1.1.2 Contents of this ManUal ..o 8
1.1.3 DocumENt CONVENTIONS .........c.cuevveueieieieeeeceeeecee ettt s e seseaenes 9
1.2 Other MANUALS ........vveeeeeee ettt es 10
2 The CryptoServer LAN - OVEIVIEW...........coceeceeceeeeeceseesereesseeseesassssssessnssnessessnssssssessnssssenees 13
2.1 AdMINISTIATION ..ottt b bbb ae e 14
22 Transferring Files to or from the CryptoServer LAN .............ccooiiiinoienceee e 15
2.3 Authenticating CommMANGS............cceiiiieirieiiee e 16
2.4 CryptoServer LAN SYSTem USEIS ...t 17
2.5 Boot Partitions in the CryptoServer LAN ............ccoooooueieioiceceeceeee et 17
2.6 The Simple Network Manager Protocol (SNMP)...........c.coueurieueinieiriceeiseeee e 18
2.7 The Internet Protocol Version 6 (IPV6) ...........ccoecueeeeeurinseeinesieiseeieesese e ssessssssesessessens 19
2.8 The Intelligent Platform Management Interface (IPMI)...........ccorirurnicnincerecereereeeene 19
3 Bringing the CryptoServer LAN into Operation..............ccocceoceaeeeeeeneesersmseseseesmeeesessmesneeneens 20
3.1 Menu Options on the Front Panel of the CryptoServer LAN ............ccccooiiniiiiinnncccn 20
3.2 Switching on the CryptoServer LAN ..........c.ccccceieeeeeesieieisese ettt 24
3.3 Passwords for the root and cslagent USErs.............cccceueeeeicieeieniiccceeeeee et 27
3.3.1 Changing the Default PAsSWOrds ................ccooveveieieieecececcccecceeeee e 27
3.3.1.1 Changing the Default Password via an SSH Connection...............ccccceevevevcvcvcuenenneee. 27
3.3.1.2 Changing the Default Password via a Terminal............cccocorivninienncceeee 28
3.4 Setting up the IP ConfIQUIration ...............ooiiiuiiriri e 29
3.4.1 Setting Up StatiC [P AArESSES ........c.cueveeeeeeeeeeeeeee ettt 32
3411 Entering the a static IPv4 Address With the Front Panel............cccccooeiiiiieininnenne 32
3.4.1.2 Entering the IPv4 Default Gateway With the Front Panel ................ccccovvevvrnnnnene. 34
3.4.2 Setting up Dynamic IPv4 Addresses With the Front Panel...............ccccceveeeiiccnnnee 34
3.4.3 Setting up the IPv4 Configuration With a Command-Line..............ccccoceveeeecccccceeenene, 35
344 Setting up the IPv6 Configuration With a Command-Line..............ccccoooonniiicnnnnines 37
4 Administering the CryptoServer LAN ............co oo e e s eme e 42
4.1 SUPPOIEA PIN PAS ...ttt 42
4.2 Connecting the PIN PAd ..ot 42
4.3 Enabling/Disabling the SSH DAaemON ..o 45
Document No.: 2018-0010 Document Version: 1.5.10 Page 3 of 240

Product Version: 6.0.0



4.4
4.5
4.5.1
4.5.2
453
4.5.4
4.5.5
4.5.6
4.5.7
458
459
4.6
4.6.1
4.6.2
4.6.3
4.6.4
4.6.5
4.6.6
4.6.7
4.7
4.8
4.8.1
4.8.1.1
4.8.1.2
4.8.2
483
4.8.4
4.9
4.10
411
4.12
4.12.1
4.12.2
412.3

Page 4 of 240

Logging in Remotely to the CryptoServer LAN ............ccoooeeeeeececeeeese e 48

SEHING UP SNIMP ...ttt bbb s s e 49
Enabling SNMPv2c and SNMPv2c Traps for IPVA ..o 49
Enabling SNMPv3 and SNMPV3 Traps for IPVA .............ccoooiiiieeeeereeee e 51
Enabling SNMP and SNMP Traps for IPV6............ccccriiiiiee e 55
Configuring SNIMP Traps ........ccoveueueuiiiiecicieiseeee et 56
Configuring Multiple SNMP Trap Destinations............ccccoeeeeuevereererecceeeeeece e 65
Setting the Date and Time on the CryptoServer LAN..............cccooeueieeeceeeecceeeeevee 68
Specifying the Keyboard Layout................cooiiiururninecceeeeeeeeie e 69
Exporting/Importing the File csxlan.conf ... 70
Importing the Network Configuration ... 72

Showing CryptoServer LAN INfOrmMation............cccceeiieininenireeieeee et 74
Showing the CryptoServer LAN Version and Serial Number............ccccoeerieeicccnine 75
Showing the Network State............cooooucueieeeceeee e 75
Showing the Services on the CryptoServer LAN...........ccooerrrnineeeeeeereeee s 76
Showing the Date and Time on the CryptoServer LAN ...........coooiiirnnnceeeenneenae 77
ShOWING the PartitioNS .........c.ccuiiiiiiicier et 77
Showing the Fan SPEEd.............ooeeeeeecececeeeeee et 78
Showing the PCle Clock Card Information..............cccoeevceeucuiisinicceeeeeeceee e 79

Changing the Default Hostname of the CryptoServer LAN .............ccoooeveveecceceeeeceeeeeee 79

Update and MainteNaNCE...........c.c.ouririierecieieeeeeie e nsnes 80
Updating the Operating SySTem...........cooiiueirice e 80

Performing a Local Update............c.ouiiiiuiirice s 82
Performing a Remote Update..............coceueveveiiicieciececeecee s 85
Selecting @ BoOt Partition..............ccueueueueueieieeccccesee sttt 86
Reverting the Configuration of the CryptoServer LAN.............c.coeeeeeeeeeeeeeeeeeeee 87
Verifying the Reachability in the Network (ping) .........cccoveueeeieerninieeeeeeceeeeeeeeeie 88

Rebooting the CryptoServer LAN............ccoiicceeeeeee et eeees 89

Shutting down the CryptoServer LAN ............ccoiiiiieeeeee e 90

Setting Up PCle CIOCK Cards...........covoveveieieieiecceeeeeeeseeee ettt 91

SELNG UP NTP .ottt es 95
PrEParationsS ..........ccccoueuiiieiceei ettt b et n e neas 96
Setting up NTP Mainly Using the Front Panel ... 98
Setting up NTP Mainly USING SCHIPTS.......c.oviiurieeeieiriieieeieieesee e 108

Document Version: 1.5.10 Document No.: 2018-0010

Product Version: 6.0.0



4.12.4 DISADIING NTP ...t 116
413 Configuring the NTP Firmware Module .............cceueeeoeeeeeeeeeeee s 124
413.1 Configuring Time Synchronization between the CryptoServer LAN and the

(001701 (0N T=] T SO 124
413.2 VIieWING NTP LOG ENEFIES ...ttt 126
413.3 Changing the Time Zone for the CryptoServer LAN...........cccoiirrnnienceerreeeeeen. 127
414 Setting UP BONAING .......veeeeeieee e 127
4.15 USING IPMI ..ottt 130
4.15.1 Accessing the CryptoServer LAN............c.coioiceieceeeee et 130
415.2 ShOWING SENSOT VAIUES ..ot 131
415.3 Showing Chassis INfOrMation..............cccceeiiiiereceee e 135
4154 Showing System Event Log Information ...............cocooiiiurinniniceiesnecee e 136
4.15.5 Showing LAN INfOrmMation ............ccceueueieiiiiceeieeceee et 137
4.15.6 Showing User INfOrmation...............ccceueueieiiieeieieeseee et 138
415.7 Default IPMI Interface Configuration...............c.cceveveeeeeieeeecececeececce e 140
415.8 Changing the Default IPMI Interface Configuration............c.ccccceereninicccirnreceneeee. 11
415.8.1 Setting up IP Reachability .............ccooeuiiic e 14
415.8.2 Setting up the IPMIWeb Server...........c.coiiiurirnnceeeere e 142
4.16 Changing the SSH LOGIN BANNET ..............ccoeueueueieeeiceeeeseee st 144
5 Administering the CryptoSerVer ...........ccuoceeeeresireereserse e s s enas 146
5.1 Showing CryptoServer INformation ..............cccueueeeiecucreeiceeeeeee e 146
5.1.1 Showing the CryptoServer Status............ccceeeeerenireere st 146
5.1.2 Showing SYMDOIS .........coeeeeeee e 151
5.1.3 Showing the Battery Status...........ccoceueueririieeee e 151
5.1.4 Showing the Date and Time on the CryptoServer.............ccooooiecrrnneneeeerereeenas 152
5.1.5 Showing Files in the CryptoServer......... ..o 153
5.1.6 Showing the Current Firmware Modules .............cccoeooirvnneeeeeeeeeeee e 153
5.1.7 ShOWING the BOOT LOG ......ccvieiieieeieteie ettt 154
5.2 Administering Keys and FIleS ..o 155
5.2.1 Exporting the HSM Authentication Key ............cccceeurinicecersecceeeeeeeeee e 155
5.2.2 Loading a File onto the CryptoServer ... 156
5.2.3 Deleting a File in the CryptoServer ..........cooieeirrreceeesseee e 158
5.2.4 Changing the Administrator's Authentication Key............cccceeeiiieieniiecceecseeeee 160
5.2.5 Loading the Firmware Encryption Key into the CryptoServer...........ccccoeovvvvivivecrenenne. 163
5.3 RECOVEIY ...ttt sttt st e et e st ae b e e et e e aestese st eneete s eseseensabennas 166
5.3.1 Restarting the CryptoSEIVer ... 166
Document No.: 2018-0010 Document Version: 1.5.10 Page 5 of 240

Product Version: 6.0.0



5.3.2 ReSetting @n AlQrM..........coovieieccccee et 167
5.3.3 Performing the Clear Command ...............ccovoiieieieceeeeeeececcece e 168
5.3.4 Performing the Clear to Factory Command..............cccooiiieennnccceeeereeeeeeee 169
5.3.5 Performing an EXternal Erase...........ocooucueurririniceeessecee e 170
5.4 Performing MBK Management on the CryptoServer LAN ...........cccoovirernenenicceeeene 171
5.4.1 Generating an AES Key and Saving It to a Smartcard ............ccccoovevvececiccceeee 172
5.4.2 Using the PIN Pad to Import an MBK and Save it to a Smartcard .............cccccceueueneee. 173
5.4.3 Changing the PIN for the MBK Smartcard..............cccceueueueueueeecceeeeeeeeeeeeeeeeeeeeee 173
544 Copying an MBK from One Smartcard to Another ..............cocoooiieernnnccceeeees 174
5.4.5 Showing MBK Key Information on the Smartcard .............ccocooiiienrnncicceeeee 174
5.4.6 Generating an MBK (AES) on @ SMartcard .............cccveoeueeveceneecriseeeeeeesee e 174
5.4.7 Importing an MBK (AES) from a Smartcard...............cccoeeeuereieiieeceeeeeeeeeee e 175
6 Advanced Administration on the CryptoServer LAN ............cocoiemrecirrersencenee e 176
6.1 Configuring the Transfer Speed for Ethernet...............cccoeveiiecvcreceeccceeeeee e 176
6.2 The Configuration File csXIan.conf...............cooooiiieiiciciiiceeece e 177
6.3 Restricting the Network Access on the CryptoServer LAN...........c.ccceeieiceeiciccceccee 190
6.3.1 IPLabIES fOr IPVA .. ...t 190
6.3.2 IPLabIES FOr IPVO ... 194
6.4 Setting up ReMOTe LOGGING ......cvuiuririeiiiiieieieie et 195
6.4.1 Configuring the csXIan.conf File.............coooiuiueiiiiieceecee e 195
6.4.2 Configuring the syslog.cONf File............cooiiueieiiiieceee e 196
6.4.3 Configuring the Remote Syslog Daemon..............ccoeueueucucucuceceecceeeeeeeeeeeeee e 197
6.4.4 Configuring 10GrOtate ...........c.oeoiiieceeieeeccee e 197
6.5 Adjusting the Menu Structure for the Menu Options...........c.cceeieieeeeeeeieeeeeec e 198
6.6 Adding a Standard Screen to the Idle SCreens ...........cccccveueeeeeceeeeceeeee e 201
6.7 Adding a Customer-Specific Screen to the Idle Screens..............ccoccceeveeivecccceeciciee, 208
6.8 Setting up Static ROULING ........oooveieieicee et 211
6.9 Setting UP fCron JODS ... 212
7 SNMP Objects and SNMP Traps .......cccccceeeerrrerirsresseessserssseeessnsessnssssnsssssssssnssssssesssssssnes 214
7.1 SNMP ODBJECES.......eeeeeetceeeee ettt n b en s nenn e 214
7.1.1 CryptOSErVer LAN ...ttt 215
7.1.2 FAN TaADI ...t 217
7.1.3 Power Supply and TEMPErature ...........ccceeeieieieeeeeeee et 219
71.4 POWET SUPPIYTADIE...........oeeeeeeee e 220
Page 6 of 240 Document Version: 1.5.10 Document No.: 2018-0010

Product Version: 6.0.0



715 CryptOSEIVEr TADIE ........eceeeeeceeecccc et 222
7.2 SINIMIP TEAPS ettt ettt e s ae st ese et se et e e e s e seeaeebessebeneese s enessensarennas 232
8 Contact Address for SUPPOrt QUENIES ..........ccceeereeerrerrenrereeeeerreeereersaeesae e e e e e eneesneesneenns 239
9 REfEIENCES ........eeeeeeeeeeece e e e e e e e e e s e e e s e e e e e snesene e saeenesneesneesnesneeneeneenneennen 240
Document No.: 2018-0010 Document Version: 1.5.10 Page 7 of 240

Product Version: 6.0.0



Introduction

1 Introduction

Thank you for purchasing our CryptoServer LAN security system. We hope you are satisfied
with our product. Please do not hesitate to contact us if you have any questions or
comments.

Third party (Open Source) software is used in the CryptoServer LAN.

You will find the license conditions for this software in the document
CryptoServerLAN_<version>_Licenses.pdf corresponding to your CryptoServer LAN

version on the delivered SecurityServer product CD in the directory

Documentation\Administration Guides\Licenses.

1.1 About this Manual

This manual describes how to configure the CryptoServer LAN, either via the menu options
on the front panel of the device, via SSH access, or directly using a keyboard and monitor
connected to the device.

1.1.1  Target Audience for this Manual

This manual is primarily designed to be used by administrators who are responsible for the
CryptoServer LAN.

1.1.2 Contents of this Manual

* Introduction (p. 8)

This chapter gives a general overview of the scope and content of this manual.
= The CryptoServer LAN - Overview (p. 13)

This chapter provides an overview about the CryptoServer LAN and its administration..
= Bringing the CryptoServer LAN into Operation (p. 20)

This chapter describes all the necessary configuration steps for bringing the
CryptoServer LAN into operation.

= Administering the CryptoServer LAN (p. 42)

Page 8 of 240 Document Version: 1.5.10 Document No.: 2018-0010
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Introduction Utim aco‘:B

This chapter shows how you can locally administer the CryptoServer LAN by using the
menu options on its front panel.

= Administering the CryptoServer (p. 146)

This chapter shows how you can locally administrate the CryptoServer (all series),
mounted into the CryptoServer LAN, by using the menu options which are available on the
front panel of the CryptoServer LAN.

= Advanced Administration on the CryptoServer LAN (p. 176)
This chapter describes advanced administration functions for the CryptoServer LAN.
= SNMP Objects and SNMP Traps (p. 214)

This chapter describes which OIDs and Traps CryptoServer LAN can output, and what
information they can provide you with.

= Contact Address for Support Queries (p. 239)

This chapter provides the manufacturer's contact data in case you have questions on
CryptoServer LAN or problems occurred while operating the CryptoServer LAN.

= References (p. 240)

This chapter lists all references used in this manual.

As not all the administration tasks for the CryptoServer PCle card can be configured within the
CryptoServer LAN using the device's own menu options, we recommend you configure the
PCle card remotely using the CryptoServer Administration Tool (CAT) or with the CryptoServer
command line tool (csadm). The most important settings, for example for user management
and for the cryptographic interfaces, can only be made with the CryptoServer Administration
Tool (CAT) or with the CryptoServer command line tool (csadm).

1.1.3 Document Conventions

We use the following document conventions:

Convention Use Example

Bold Items of the Graphical User Interface (GUI),

e.g., menu options Press OK

Code that is given for explanation or as an

example, file paths CNEI=CIEETHE

Monospaced

Document No.: 2018-0010 Document Version: 1.5.10 Page 9 of 240
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Introduction

Convention Use Example

See Sample Chapter in

Italic References and important terms the CryptoServer - Sample Manual

Table 1. Document conventions

We use special icons to highlight the most important notes and information.

Here, you find important safety information that should be followed.

o Here, you find additional notes or supplementary information.

<\\,///> This message marks the result expected after the successful execution of an instruction.

1.2 Other Manuals

The CryptoServer is supplied as a PCl-Express (PCle) plug-in card in the following series:

= CryptoServer CSe-Series

= CryptoServer Se-Series Gen?2

The CryptoServer LAN V5 (appliance) is supplied in the following series:

= CryptoServer LAN V5 CSe-Series, i.e., a CSe-Series CryptoServer PCle card is mounted in
the CryptoServer LAN

= CryptoServer LAN V5 Se-Series Gen2, i.e., a Se-Series Gen?2 CryptoServer PCle card is
mounted in the CryptoServer LAN.

Page 10 of 240 Document Version: 1.5.10 Document No.: 2018-0010
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We provide the following manuals on the product CD for the CryptoServer PCle CSe-Series
and Se-Series Gen2 PCle cards and for the CryptoServer LAN (appliance) CSe-Series and Se-
Series Gen2:

Quick Start Guides

You will find these Manuals in the main directory of the product CD. They are available only in
English, do not cover all possible scenarios, and are intended as a supplement to the product
documentation provided on the product CD.

= CryptoServer LAN V5 - Quick Start Guide
This guide provides step-by-step instructions on how to bring the CryptoServer LAN into
service, how to prepare a computer (Windows 7) for the CryptoServer administration and
how to start administrating your CryptoServer with the Java-based GUI CryptoServer
Administration Tool (CAT).

= CryptoServer PCle - Quick Start Guide for Linux
This guide provides a step-by-step instruction on how to bring the CryptoServer PCle card
into service, how to install the CryptoServer driver on a computer with minimal RHEL 7.0
installation and how to start administrating your CryptoServer with the CryptoServer
Command-line Administration Tool (csadm).

= CryptoServer PCle - Quick Start Guide for Windows
This guide provides for step-by-step instructions on how to bring the CryptoServer PCle
card into service, how to install the CryptoServer driver on a Windows computer and how
to start administrating your CryptoServer with the CryptoServer Command-line
Administration Tool (csadm).

Manuals for System Administrators

You will find the administration manuals on the product CD in the following directory: ...
Documentation\Administration Guides\

= CryptoServer — Administration Manual
This manual provides provides a detailed description of the CryptoServer functionality,
concepts and security mechanisms. It also describes CryptoServer setup and
maintenance.

Document No.: 2018-0010 Document Version: 1.5.10 Page 11 of 240
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= CryptoServer LAN V5 — Administration Manual
This manual describes how to administer a CryptoServer LAN appliance by using the
front panel of the appliance.

= CryptoServer - Troubleshooting
If problems occur during the use of the PCle card or a LAN (appliance), read this manual.

= CryptoServer - PKCS#11 P11CAT - Manual
If you need to administer the PKCS#11 R3 interface with the PKCS#11 CryptoServer
Administration Tool (P11CAT), read this manual.

= CryptoServer - csadm Manual
This manual provides information on how to administer a CryptoServer PCle card or a
LAN appliance by using the CryptoServer Command-line Administration Tool (csadm). It
includes detailed descriptions of all available commands and their syntax, as well as
detailed procedures of common administration tasks.

Operating Manuals

You will find these manuals on the product CD in the following directory:
Documentation\Operating Manuals)\ .

Page 12 of 240 Document Version: 1.5.10 Document No.: 2018-0010
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2 The CryptoServer LAN - Overview

The CryptoServer LAN is a 19-inch appliance in which a CryptoServer PCle card CSe-Series or
Se-Series Gen?2 is mounted. It can easily be mounted in a 19-inch cabinet and integrated into a
network.

The CryptoServer LAN V5 (appliance) is supplied in the following series:

= CryptoServer LAN V5 CSe-Series, I.e., a CSe-Series CryptoServer PCle card is mounted in
the CryptoServer LAN

= CryptoServer LAN V5 Se-Series Gen2, i.e., a Se-Series Gen2 CryptoServer PCle card is
mounted in the CryptoServer LAN.

The environment in which a CryptoServer LAN can be implemented looks like this:

Host computer
csadm Application CAT
(CryptoServer Command-line (CSP, PKCS#11, ...) CryptoServer Administration Tool
Administration Tool) Customer Software (Java based)

TCP/IP Network

. G| |

CryptoServer LAN V5

utimaco’

PIN pad

Figure 1 : Example for a CryptoServer LAN implementation environment

The CryptoServer LAN can be administered over a network from a host computer. You can
find the current and complete list of supported operating systems in the document
CS_PD_SecurityServer_SupportedPlatforms.pdf on the product CD in the directory ..
\Documentation\Product Details.
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2.1 Administration

When using the administration functions, you can choose between administering the
CryptoServer LAN or the CryptoServer PCle card.Installing the Host Software and
CryptoServer Simulator

You can use the following methods to administer the CryptoServer LAN:

= Local administration via the CryptoServer LAN menu options
On the front panel of the CryptoServer LAN you see a display with a number of control
buttons. Use this display and the control buttons to access the menu options.

= Local administration by using a monitor and a keyboard that are directly connected to
the CryptoServer LAN.

= Remote administration via an SSH connection (for example under Windows with PuTTY,
see Logging in Remotely to the CryptoServer LAN (p. 48))

= Remote administration with the command line administration tool (csadm)
The csadm tool is a program that is installed on a host computer and can be called from
a command-line interface or from a script.

You can administer the CryptoServer PCle card within the CryptoServer LAN as follows:

= Remotely by using the CryptoServer Administration Tool (CAT) which is installed on a
host computer.
The CAT is a Java application that can only be used to administer the CryptoServer PCle
card. It is provided by Utimaco on the SecurityServer product CD, and is installed per
default during the SecurityServer software installation, see Installing the Host Software
and CryptoServer Simulator in the CryptoServer — Administration Manual (p. 240).

= Remotely with the CryptoServer command-line Administration tool (csadm) installed on
a host computer.

= Locally with the CryptoServer LAN menu options mentioned above.
To enable this, a PIN pad and ten smartcards are included in the CryptoServer LAN
deliverables. Connecting the PIN Pad (p. 42) explains in detail how to connect the PIN pad
depending on your CryptoServer LAN hardware version, PIN pad model and
administration task to be performed.

Page 14 of 240 Document Version: 1.5.10 Document No.: 2018-0010
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2.2 Transferring Files to or from the CryptoServer LAN

You may sometimes need to transfer files to your CryptoServer LAN, for example to update
the CSLAN operating system (also referred to below as CSLANQS) in all or only a single
CryptoServer LAN partition.

You can do this in the following ways:

= Using a trustworthy USB flash drive which has been formatted with the FAT32 file
system
The USB flash drive must be connected to a USB port of the CryptoServer LAN which has
no access to the mounted CryptoServer. Connect the USB flash drive to the Host1 or
Host2 USB port (f4) on the front panel of the CryptoServer LAN.

| i

t
t

utimaco”

f1 5 o

Figure 2 : Front view of the device

The file (a firmware module, * mtc or a firmware package, *.mpkg) you want to upload has to
be placed in the main directory of a USB flash drive, so that it is shown on the display of the
CryptoServer LAN and can be selected for upload.

CryptoServer LAN can access data from and write data on only a single trustworthy USB flash
drive connected to it. Although more than one USB flash drive can be simultaneously
connected to the CryptoServer LAN, the USB device that has been inserted as first gets
connected with the CryptoServer LAN. To establish a connection to another USB flash drive,
you should first disconnect the currently connected one and then plug the next USB flash
drive into the corresponding USB port of the CryptoServer LAN.

* Using an SSH client (for example with PuTTY under Windows)
The CryptoServer LAN has an integrated SSH server. This SSH server supports the SCP
file transfer protocol.
SCP offers significantly higher levels of security than FTP because the connection is
encrypted. This protocol also uses an SSH server key to provide extremely effective server

Document No.: 2018-0010 Document Version: 1.5.10 Page 15 of 240
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authentication. In addition, it can use either password (default setting) or SSH key
authentication to check the client.
Visit http://www.openssh.org to get an overview of the available SSH clients.

2.3  Authenticating Commands

Some of the commands you trigger using the menu options on the CryptoServer LAN must
also be authenticated. This process is performed exclusively using the user authentication
key stored on the delivered smartcards. When the CryptoServer LAN is supplied, the
ADMIN.key is already stored on the ten delivered smartcards.

/" If you have changed this user authentication key in the CryptoServer, you must use the new user
~ authentication key to authenticate the commands. This new user authentication key must be
saved to a smartcard.

To do this, connect the supplied PIN pad to the HSM USB port (f5) on the front panel of the
CryptoServer LAN or to the USB port on the CryptoServer PCle card (a10) on the rear side of
the CryptoServer LAN. For a detailed decsription of ports, interfaces and buttons see "Ports
and Interfaces on the Rear Side" and "Ports and Operating Elements on the Front Panel"in

the CryptoServer LAN V5 - Operating Manual (p. 240) and the corresponding topics in

the CryptoServer LAN V5 - Betriebsanleitung (p. 240).

f2 3 f4 f6 fr f8

‘utimaco™

f1 f5 f9

Figure 3 : Front view of the device
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| I I 1 I
a2 a2 a4 a6 a6 a7 a8 a9

Figure 4 : Rear view of the device

You cannot authenticate the commands by using any other keys or by entering a password
via the CryptoServer LAN menu options.

2.4 CryptoServer LAN System Users

There are two users, the system user root, who has access to all administrative functions and
a second user, cslagent, who has no privileges but is used to avoid direct SSH login as root.
He is able to do some monitoring, but he is not privileged to execute any administrative
functions.

2.5 Boot Partitions in the CryptoServer LAN

The CryptoServer LAN has three boot partitions:

= factory
= userl

= user?

The boot partition user1 is started when the CryptoServer LAN is in its initial state. If you have
not used the menu options to select a different boot partition, the last boot partition selected
via the CryptoServer LAN menu options is the one that now boots automatically.

You can access the factory boot partition at any time if the user1 and user2 boot partitions
fail to boot.

These two boot partitions, user1 and user2, give you the option of booting the CryptoServer
LAN with two different configurations. You can also reset any user settings in boot partitions
user1 and user2.

= factory
This boot partition corresponds to the state in which the CryptoServer LAN is supplied.
You cannot make any permanent configuration changes here. This initial configuration is
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created again after every restart. From this boot partition you can update the CSLAN
operating system on one of the other two boot partitions, user1 or user2.

= userl
This boot partition is where you launch the CryptoServer LAN in the state in which it is
supplied. You can also make permanent changes to its configuration here. From this
boot partition you can update the CSLAN operating system on boot partition user2. If
you then boot the user2 boot partition, the configuration of boot partition user1 is
transferred to boot partition user2.

= user2
You can make permanent configuration changes in this boot partition. From this boot
partition you can update the CSLAN operating system on boot partition user1. If you then
boot the user1 boot partition, the configuration is transferred from boot partition user2
to boot partition user1.

For step-by-step instructions on how to update the operating system of the CryptoServer
LAN, see Updating the Operating System (p. 80).

2.6 The Simple Network Manager Protocol (SNMP)

The Simple Network Management Protocol is a network protocol developed by the Internet
Engineering Task Force (IETF) to provide a way of monitoring network devices from a central
management station.

What are known as agents (programs) are used for monitoring. They run directly on the
devices that are to be monitored. These programs can record the status of a device, make
settings, and trigger actions. SNMP enables these programs to communicate with a central
management station over a network.

However, the SNMP protocol does not define which values are supplied by a network device.
These values (Managed Objects) are described in a Management Information Base (MIB). An
MIB is a description file which lists the individual values.

Versions SNMPv2c and SNMPv3 of CryptoServer LAN support the SNMP protocol. In the
CryptoServer LAN, SNMP is disabled by default.
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2.7 The Internet Protocol Version 6 (IPv6)

It is possible to assign an IPv4 and an IPv6 address for every network connection of the
CryptoServer LAN. DHCPv6 and static IPv6 addresses are supported but SLAAC (Stateless
Address Autoconfiguration) is not.

2.8 The Intelligent Platform Management Interface (IPMI)

The Intelligent Platform Management Interface is a standard interface allowing to monitor and
control a computer remotely and independently from the host system's CPU, firmware and
operating system. IPMI can be applied as well before an operating system has booted, when
the system is powered down and after an operating system failure. IPMI offers, for example,
to retrieve the CPU temperature, peripheral temperature, fan speed, voltage, power
consumption, LAN settings, LAN statistics, IPMI user accounts etc.

Port a5 in the following figure is the CryptoServer LAN V5's IPMI port.

.I'--‘
v cEme
| m 11 |
a4 a6 a6 a7 a8 a9

Figure 5 : Rear view of the device
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3 Bringing the CryptoServer LAN into Operation

This chapter describes all the configuration steps you must perform to bring the
CryptoServer LAN into operation.

The accompanying operating guidelines tell you how to integrate CryptoServer LAN into a
network and which connections the device has for that purpose. You should also take note of
the network connection, either eth0 or eth1, to which you have connected the network cable
to the CryptoServer LAN.

Refer to the accompanying operating manuals for details of the network connections to the
device.

The following sections describe how you can bring the CryptoServer LAN into operation by
using the menu options on the front panel of the CryptoServer LAN.

3.1 Menu Options on the Front Panel of the CryptoServer LAN

For administrating the LAN device, a display (4 x 20 characters) and six buttons are available
on the front panel of the LAN device. You can use the buttons to access the LAN device
menu options which are then shown on the display.

Figure 6 : Menu control buttons

Button Function
ESC Quit the currently displayed menu level or menu item
ENTER Select the menu level or confirm the menu item
1 Move up in the menu control
- Move to the right in the menu control
! Move down in the menu control
Page 20 of 240 Document Version: 1.5.10 Document No.: 2018-0010

Product Version: 6.0.0



* ®
Bringing the CryptoServer LAN into Operation Utlmaco

Button Function
- Move to the left in the menu control

Table 2: Menu control buttons and their function

The last item in the menu is saved automatically. When you press a button, you automatically
access the most recently selected menu item. If you press the ESC button to quit the most
recently selected menu item, the last item in the menu will not be saved.

The menu items shown on the display on the front panel of the LAN device are organized in
the following structure.

Menu Item Description
CSLAN admin Administration of the LAN device (host)
| Configuration Configuration of the LAN device (host)
|_ Network IP4 IP v4 network configuration
|_ethO Configuration of the eth0 interface
| DHCP Setting up Dynamic IPv4 Addresses With the Front
- Panel (p. 34)
|_ Address Entering the a static IPv4 Address With the Front Panel (p. 32)
|_eth Configuration of the eth1 interface
| DHCP getting up Dynamic IPv4 Addresses With the Front
anel (p. 34)
|_ Address Entering the a static IPv4 Address With the Front Panel (p. 32)
|_ eth2 Optional: Configuration of the eth2 interface
| DHCP getting up Dynamic IPv4 Addresses With the Front
anel (p. 34)
|_ Address Entering the a static IPv4 Address With the Front Panel (p. 32)
|_ eth3 Optional: Configuration of the eth3 interface
| DHCP getting up Dynamic IPv4 Addresses With the Front
anel (p. 34)
|_ Address Entering the IPv4 Default Gateway With the Front Panel (p. 34)
| Default gateway Entering the IPv4 Default Gateway With the Front Panel (p. 34)
|_ Services Services running on the LAN device
|_ SSH Enabling/Disabling the SSH Daemon (p. 45)
|- SNMP Enabling SNMPv2¢ and SNMPv2c Traps for IPv4 (p. 49)
| IPTABLES Ezztz)c’ﬁlgg the Network Access on the CryptoServer
|_NTP Setting up NTP Mainly Using the Front Panel (p. 98)
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Menu Item

|_ NTP server IP addr.

|_ CSLAN

|_ Set time

|_ Keyboard

| Export csxlan.conf

| Import csxlan.conf

| Import network conf
|_ CSLAN Info

|_ Show version

|_ Show network state
|_ethO
|_ ethl
|_ eth2
|_eth3
|_ Routing
|_ Show services info
|_ Show time info
|_ Show partition info
|_ Show fan info

|_ Show time source

|_ Update & Maint.
|_ Update
| Set boot partition
|_ Revert configuration
|_ Ping IP4 address
|_ Reboot
|_ Shutdown
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Description

Setting up NTP Mainly Using the Front Panel (p. 98)

If a PCle clock card has been mounted, this menu item is
disabled. This is indicated on the display by a small no way sign
to the right of the menu item. For details about PCle clock
cards, see Setting up PCle Clock Cards (p. 91).

CryptoServer LAN (host)

See Setting the Date and Time on the CryptoServer LAN (p. 68).
If a PCle clock card has been mounted, this menu item is
disabled. This is indicated on the display by a small no way sign
to the right of the menu item. For details about PCle clock
cards, see Setting up PCle Clock Cards (p. 91) .

Specifying the Keyboard Layout (p. 69)
Exporting/Importing the File csxlan.conf (p. 70)

Importing the Network Configuration (p. 72)
Showing CryptoServer LAN Information (p. 74)

Showing the CryptoServer LAN Version and Serial
Number (p. 75)

Showing the Network State (p. 75)
eth2 and eth3 are optional.

Showing the Services on the CryptoServer LAN (p. 76)
Showing the Date and Time on the CryptoServer LAN (p. 77)
Showing the Partitions (p. 77)

Showing the Fan Speed (p. 78)

This menu item is only available if a PCle clock card has been
mounted. PCle clock cards are supported as of CSLANOS v5.1.
Showing the PCle Clock Card Information (p. 79) and Setting
up PCle Clock Cards (p. 91)

Update and Maintenance (p. 80)

Performing a Local Update (p. 82)

Selecting a Boot Partition (p. 86)

Reverting the Configuration of the CryptoServer LAN (p. 87)
Verifying the Reachability in the Network (ping) (p. 88)
Rebooting the CryptoServer LAN (p. 89)

Shutting down the CryptoServer LAN (p. 90)
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Menu Item Description
HSM admin. Administering the CryptoServer LAN (p. 42)
|_HSM Info Showing CryptoServer Information (p. 146)
|_ State Showing the CryptoServer Status (p. 146)
|_ Battery state Showing the Battery Status (p. 151)
|_Time Showing the Date and Time on the CryptoServer (p. 152)
|_ List FLASH files
|_ List SYS files Showing Files in the CryptoServer (p. 153)
|_ List NVRAM files
|_ List FW modules Showing the Current Firmware Modules (p. 153)
|- Show boot log Showing the Boot Log (p. 154)
| Key&file admin. Administering Keys and Files (p. 155)
|_ Export HSM authKey Exporting the HSM Authentication Key (p. 155)
|_Load file Loading a File onto the CryptoServer (p. 156)
|_ Delete file Deleting a File in the CryptoServer (p. 158)
|- Change ADMIN authKey Changing the Administrator's Authentication Key (p. 160)

Loading the Firmware Encryption Key into the

|- Load FW decrkey CryptoServer (p. 163)
: Setting up NTP Mainly Using the Front Panel (p. 98)
|- HSM time sync and Disabling NTP (p. 116)
|_ Recovery Recovery (p. 166)
|_ Restart HSM Restarting the CryptoServer (p. 166)
|_ Reset alarm Resetting an Alarm (p. 167)
|_ Clear (firm/data) Performing the Clear Command (p. 168)
|_ Clear to factory Performing the Clear to Factory Command (p. 169)
— Performing MBK Management on the CryptoServer
PIN Pad applications LAN (p. 171

|- Generate AES Key Shares & store on SC  Generating an AES Key and Saving It to a Smartcard (p. 172)

Using the PIN Pad to Import an MBK and Saveitto a

| Import MBK from PIN pad & write to SC Smartcard (p. 173)

|- Change MBK smartcard PIN Changing the PIN for the MBK Smartcard (p. 173)
|- Copy MBK smartcard Copying an MBK from One Smartcard to Another (p. 174)
|_ List MBKs on smartcard Showing MBK Key Information on the Smartcard (p. 174)
|_ Generate AES MBK on smartcard Generating an MBK (AES) on a Smartcard (p. 174)

|_ Import AES MBK from smartcard Importing an MBK (AES) from a Smartcard (p. 175)

Table 3: Display menu structure
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3.2  Switching on the CryptoServer LAN

To turn on the CryptoServer LAN, follow these steps:

1. Put the CryptoServer LAN in a 19" rack, see Mounting the CryptoServer LAN V5ina 19"
Rack in the CryptoServer LAN V5 Operating Manual (p. 240).

2. Connect two independent 100 V - 240 V mains power supplies (a2).

ab al0
| {
i O e . GiAaassmssssamsasas || JE—
- - ""':::::::EH:IIEEE 5 B =
AR o T S e |
|
a2 az a4 a6 a6 a7 aB a9

Figure 7 : Rear view of the device

3. Connect an RJ45 network cable to Ethernet port eth0 (a7).

4. Press the CryptoServer LAN power switch (f8). This step is only necessary if automatic
power on has been disabled in the BIOS.

f2 3 f4 6 fr f8
|

Figure 8 : Front view of the device

5. After a few seconds you will hear a short signal tone and see the first messages on the
display panel on the front of the device.

«.~" After approximately 90 seconds, CryptoServer LAN is ready for use.

v
v

You will see, for example, the following idle screens one after another on the display. They
are shown as well when the menu control buttons have not been used for 60 seconds:
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- CryptoServer LAN -
HS5M Model:
SecurityServer

5els00 C5132456

H5SM
Mode: Operational
Admin Mode: no

- CryptoServer LAN -
Time (local/UTC)

Figure 9 : Idle Screens

The entries displayed in the figure above have the following meaning.

* HSM Model
The CryptoServer model (for example, Se1500) and the unique serial number of the

CryptoServer's PCle card (for example, CS123456)
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* Mode
Operating mode (values: Operational, Maintenance, Bootloader)
The most important thing at this point is that the CryptoServer is running in Operational
Mode (Mode: Operational) after it has been booted and is therefore ready for use.

= Admin Mode
Indication whether the operating mode has been set to Operational Mode —
Administration-Only (values: yes and no). If set to yes, only functions needed for the
CryptoServer administration are available, and all cryptographic functions are blocked.
See also SetAdminMode and SetStartupMode in the CryptoServer — csadm
Manual (p. 240).

= Temperature
Current temperature of the CryptoServer in °C

* Load
CryptoServer load for the last 60 seconds in %

= HSM Battery
The voltage and the status of the carrier battery

= Connections
The number of IP client connections to the CryptoServer
If, for example, a csadm GetState command is performed, which takes a fraction of a
second, Connections is increased by 1 for this period of time.

* Trans./min.
The number of transactions number per minute

= CSLAN Battery
The voltage and the status of the external battery

= Time (local/UTC)
The local time and the UTC (Coordinated Universal Time) of the CryptoServer LAN (not of
the CryptoServer PCle card)

= Fan speed
The speed of the 6 fans in the 3 fan modules. There is no CPU fan. F stands for the front
row of fans and B stands for the back row. The left values are the values of fan 5 and fan
6, the middle values are the values of fan 3 and fan 4, and the right values are the values
of fan 1 and fan 2.
A value of 0 for the fan speed indicates a broken fan. In this case, create an RMA (Return
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Merchandise Authorization) according to Contact Address for Support Queries (p. 239).
f10 in the following figure indicates the fan module.

f12
i

O @@

Figure 10 : Front panel with removed fan compartment grill

The information shown in the idle screens and described above is defined in the /etc/
dspd_idle_window.conf configuration file.

As of CSLANOS v5.1, pressing the ESC button lets you jump to the next screen of the idle
screens.

As of CSLANOS v5.1, an additional customized screen might have been added to the idle
screens. For details, see Adding a Customer-Specific Screen to the Idle Screens (p. 208).

3.3 Passwords for the root and cslagent Users

SHAB12 is the default authentication method of the root user and the cslagent user.

3.3.1 Changing the Default Passwords

As the manufacturer, Utimaco, has already set the password for accessing the operating
system CSLANOS as the root user and the cslagent user, we strongly recommend you to
change this password as soon as possible.

User = root, cslagent

Password = utimaco

3.3.1.1  Changing the Default Password via an SSH Connection

If you want to change the password for the root user or the cslagent user remotely via an
SSH connection from your administration computer, follow the steps described below.

1. Log in remotely to the CryptoServer LAN according to Logging in Remotely to the
CryptoServer LAN (p. 48).
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. To enable you to change the password for the root user, enter passwd and press the

Enter key.
Enter the old password.

Enter the new password. Make sure the password consists of at least six characters. It
must be a combination of lower case letters, upper case letters and numbers.

s\«////> The default password has successfully been changed via the SSH connection.

3.3.1.2 Changing the Default Password via a Terminal

To change the password for the root or cslagent user by using a terminal directly
connected to the CryptoServer LAN, proceed as follows:

1.

Connect a keyboard to the Host1 or Host2 USB port on the front panel of the
CryptoServer LAN.

Connect a monitor to the VGA connector on the rear side of the CryptoServer LAN.

Log in to the CryptoServer LAN.
a. Enter cslagent as the CryptoServer login and confirm by pressing the Enter key.

b. As the Password, enter utimaco and confirm by pressing the Enter key.

To enable you to change the password for the root or cslagent user, enter passwd and
press the Enter key.

Enter the old password.

Enter the new password. Make sure the password consists of at least six characters. It
must be a combination of lower case letters, upper case letters and numbers.

Log out from CryptoServer LAN with the exit command.

Perform the exit command once more.

. Disconnect the monitor and the keyboard from CryptoServer LAN.
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w The password has succesfully been changed via the terminal.

3.4 Setting up the IP Configuration

The CryptoServer LAN supports several networking features like IPv6 and bonding of network
interfaces.

The CryptoServer LAN supports up to 4 NICs, two on-board network adapters (a7: eth0, a8:
eth1) and a PCle card (to be mounted at a11) with additional 2 x 1 Gbit/s SFP+ (optical fiber)
network adapters or 2 x 1 Gbit/s RJ45 (copper) network adapters. The left network port (a19
in Figure 12 and a24 in Figure 13) is eth2 and the right (a22/a25) is eth3.

al a3 a1l a3 ab al0

I 1 I
a2 a2 a4 a6 a6 a7 a8

Figure 11 : Rear view of the device

al7 a18 a20 a21

al6 al9 a22

Figure 12 : Optional optical fiber network interface card on the rear side
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az23 az24 az25

Figure 13 : Optional Copper Network Interface Card on the Rear Side

eth2 and eth3 are only supported as of CSLANOS v5.1.
The IP configuration is done persistently in the /etc/sysconfig/networking file.

By default, a dynamic IP address (DHCP) is assigned to the eth0 interface, and the static IP
address 10.10.10.10 has been assigned to the eth1 interface.

If the network interfaces are in the same network, do not configure more that one eth<x> with
dynamic IP addresses. The IP addresses of the different network interface cards should not be in
the same address range because this would lead to routing problems.

The following table describes the parameters used in this file. Not all parameters described
in the following table are necessarily available.
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Parameter Description
The network interface this networking file applies to.

= 0
This networking file applies only to the ethO interface.

= 1
This networking file applies only to the eth1 interface.
NETCONFIG
= 0 _1
This networking file applies to the eth0 interface and to
the eth1 interface.

* 0 _1 _3
This networking file applies to the eth0, eth1 and eth3
interface but ignores eth2.

NET_DEV_<x>="eth<x>" Configuration for the eth<x> interface

DHCP for IPv4 addresses for eth<x> .

" yes
DHCP for IPv4 addresses is enabled for eth<x> . This
assianment overrides any assignment for
DHCP_<x> IP_ADDR_<x>.

" no
DHCP for IPv4 addresses is disabled for eth<x> .
This is the default value. It is used if DHCP_<x> is not
configured.

DHCP for IPv6 addresses for eth<x> .

" yes
DHCP for IPv6 addresses is enabled for eth<x> . This
assianment overrides any assignment for
DHCP_v6_<x> IP_ADDR_V6_<x> .

" no
DHCP for IPv6 addresses is disabled for eth<x> .
This is the default value. It is used if DHCP_v6_<x> is
not configured.

IP_ADDR_<x> IPv4 address and prefix for eth<x>, for example,
192.168.1.111/24

IP_ADDR_v6_<x> IPv6 address and prefix for eth<x>, for example, 2002: :2/64

GATEWAY IPv4 default gateway, for example, 192.168.1.1
Only one default gateway per protocol is supported

GATEWAY_v6 IPv6 default gateway, for example, 2001::1
Only one default gateway per protocol is supported.

# # starts a comment line.

Table 4: Parameters in the /etc/sysconfig/networking file
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This file can either be changed by using the front panel of the CryptoServer LAN or a
command-line. See the following subchapters for details.

Example

# Begin /etc/sysconfig/networking
NETCONFIG="_0 _1"
#NETCONFIG="_0 _1 _2 _3"

NET_DEV_0="eth0"
DHCP_0="yes"

#IP_ADDR_0="192.168.100.203/24"
NET_DEV_1="eth1"

DHCP_1="no"
IP_ADDR_1="10.10.10.10/24"
#NET_DEV_2="eth2"

#DHCP_2="no"
#IP_ADDR_2="10.10.11.10/24"
#NET_DEV_3="eth3"

#DHCP_3="no"
#IP_ADDR_3="10.10.12.10/24"

# IP_ADDR_v6_1="2002::2/64"
# DHCP_v6_1="no"

GATEWAY="192.168.100.254"
# GATEWAY_v6="2002::254"

# End /etc/sysconfig/networking

The following subsections describe how to set up the IP configuration manually. If you want
import a network configuration instead, see Importing the Network Configuration (p. 72).

3.4.1 Setting up Static IP Adresses

3.4.1.1 Entering the a static IPv4 Address With the Front Panel

You must assign an IP address to the CryptoServer LAN to ensure it can be accessed over
the network. You must use the menu options on the CryptoServer LAN to input this IP
address.

Page 32 of 240 Document Version: 1.5.10 Document No.: 2018-0010
Product Version: 6.0.0



* ®
Bringing the CryptoServer LAN into Operation Utlmaco

—_

. On the front panel of the device, press ENTER.

2. Press ENTER to open the CSLAN admin. menu item.
3. Press ENTER to open the Configuration menu item.
4. Press ENTER to open the Network IP4 menu item.

5. Use the | key to select eth0 or eth1 (optional: eth2 or eth3) and press ENTER to open the
menu item.

6. Use the | key to select Address and press ENTER.
The cursor under a number shows that you can change that number with the t and |
keys. Press the — key to move the cursor to the next number. Press the < key to move
the cursor back to the previous symbol.
If you have selected the symbol | by using the t and | keys, you can use the - key to
insert a zero at this point or you can use the key to delete the current symbol.
If the curser is positioned on the right below the last symbol, you can use the - key to
insert a zero at this point. If you press the < key several times, the zero entry will be
repeated.

7. Use the menu options to assign an IPv4 address for the network connection you require
and press ENTER.

8. If you have assigned a valid IP address, please respond to the prompt that follows with
Yes, by pressing the — key to insert the x in the brackets [x] Yes and confirm by
pressing ENTER.

«.~ A message confirming that you have successfully entered the IP address is displayed.

o Each part of an IP V4 address is shown on the display as a three-digit number, e.g.
123.123.001.123. When using this IP address in a csadm command or in the CryptoServer
Administration Tool (CAT), you have to remove leading zeros, e.g., use the following command:
csadm Dev=123.123.1.123 GetState
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3.4.1.2 Entering the IPv4 Default Gateway With the Front Panel

1.

2.

On the front panel of the device, press ENTER.

Press ENTER to open the CSLAN admin. menu item.
Press ENTER to open the Configuration menu item.
Press ENTER to open the Network IP4 menu item.

Press ENTER to open the Default Gateway menu item.

The cursor under a number shows that you can change that number with the + and |
keys. Press the — key to move the cursor to the next number. Press the < key to move
the cursor back to the previous symbol.

If you have selected the symbol | by using the t and | keys, you can use the - key to
insert a zero at this point or you can use the < key to delete the current symbol.

If the curser is positioned on the right below the last symbol, you can use the — key to
insert a zero at this point. If you press the « key several times, the zero entry will be
repeated.

Use the menu options to assign an IPv4 address for the network connection you require
and press ENTER.

If you have assigned a valid IP address, respond to the prompt that follows with Yes, by
pressing the — key to insert the x in the brackets [x] Yes and confirm by
pressing ENTER.

A message confirming that you have successfully entered the IP address of the default gateway

W

v

© isdisplayed.

3.4.2 Setting up Dynamic IPv4 Addresses With the Front Panel

The Dynamic Host Configuration Protocol (DHCP) enables a computer to automatically
access an IP address and therefore to be integrated in an existing network. This means that
the computer (here the device) is automatically assigned an IP address and the IP address of
the default gateway by the DHCP server.
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Again, if the network interfaces are in the same network, do not configure more that one eth<x>

~ with dynamic IP addresses.

You must use the menu options of the device to enable DHCP.

1

2.

. On the front panel of the device, press ENTER .
Press ENTER to open the CSLAN admin. menu item.
Press ENTER to open the Configuration menu item.
Press ENTER to open the Network IP4 menu item.

Use the 1 key to select ethO or eth1 (optional: eth2 or eth3) and press ENTER to open the
menu item.

Press ENTER to open the DHCP menu item.

The currently applied setting (disabled or enabled) is indicated by a full circle.

7. 1f you want to enable that the IPv4 addresses for the device and for the default gateway
are provided by a DHCP server, proceed as follows:

a. Usethe | key to select enabled and press ENTER to open the menu item.

b. Toenable DHCP, use the orthe — key to insert the x in the [x] Yes brackets and
press ENTER to confirm this.

« ./~ Amessage confirming that you have successfully configured DHCP is displayed.

v

3.4.3 Setting up the IPv4 Configuration With a Command-Line

To set up the IPv4 configuration using a command-line instead of the front panel, follow these
steps:

Prerequisites

= Attach a keyboard to the a6 USB port in Figure 14Figure 14 on the rear side or to the f4

USB on the front panel of the CryptoServer LAN.
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= Attach a monitor to the VGA port (a9 in Figure 15) of the CryptoServer LAN on the rear

side.
al a3 at a3 a5 al0
| | | | _ |
W e ) | e o SERREEEEEEEERREEEEEE [ - 0y | .
° o
| | e = S i —
| | ) [ O |
a2 a2 a4 a6 a6 a7 a8
Figure 14 : Rear view of the device
1. Switch on the CryptoServer LAN (f8).
f2 3 f4 6 f7 f8

f1 5 f9

Figure 15: Front view of the device

2. Loginasthe root userand press the Enter key.
3. Asthe Password, enter utimaco and confirm by pressing the Enter key.

4. As an alternative, log in remotely to the CryptoServer LAN, see Logging in Remotely to
the CryptoServer LAN (p. 48).

5. Openthe /etc/sysconfig/networking filein a text editor.
Example

Begin /etc/sysconfig/networking

NETCONFIG="_0 _1"
#NETCONFIG="_0 _1 _2 _3"

NET_DEV_0="eth0"
DHCP_0="yes"

#IP_ADDR_0="192.168.100.203/24"
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NET_DEV_1="eth1"
DHCP_1="no"
IP_ADDR_1="10.10.10.10/24"
#NET_DEV_2="eth2"
#DHCP_2="no"
#IP_ADDR_2="10.10.11.10/24"
#NET_DEV_3="eth3"
#DHCP_3="no"
#IP_ADDR_3="10.10.12.10/24"

# IP_ADDR_v6_1="2002::2/64"
# DHCP_v6_1="no"

GATEWAY="192.168.100.254"
# GATEWAY_v6="2002::254"

# End /etc/sysconfig/networking
6. Change this file according to your needs. For details, see Setting up the IP
Configuration (p. 29).

7. Save the changes and perform the following command to apply the changes:
/etc/init.d/network restart
Ifthe /etc/sysconfig/bonding fileis present, that file is applied instead. For details,
see Setting up Bonding (p. 127).

The Pv4 configuration has been successfully set up with the command line.

3.4.4 Setting up the IPv6 Configuration With a Command-Line

The IPv6 protocol is disabled by default. To enable IPv6, follow the steps below in this chapter.

The following IPv6 features are supported using the front panel:

* Importing a network configuration enabling IPv6

* Opening an IPv6 port for the csxlan daemon
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All other IPv6 features cannot be enabled, disabled or configured using the front panel. An
IPv6 address can be assigned to the CryptoServer LAN using a static IPv6 address or
DHCPV6.

Step 1 to 8 are mandatory, the rest is optional

1. Switch on the CryptoServer LAN (f8).

f2 f3 f4 6 f7 f8

f1 5 f9

Figure 16 : Front view of the device

2. Loginremotely to the CryptoServer LAN, see Logging in Remotely to the CryptoServer
LAN (p. 48).

3. Openthe /etc/sysctl.conf filein atext editor.
vi /etc/sysctl.conf

Example

kernel.printk= 1 3 11
net.ipv6.conf.all.disable_ipv6 = 1
net.ipv6.conf.default.disable_ipv6 = 1

4. Change the values of net.ipv6.conf.all.disable_ipv6 and
net.ipv6.conf.default.disable_ipvé to 0.

Example

kernel.printk= 1 3 1 1
net.ipv6.conf.all.disable_ipv6 = 0
net.ipv6.conf.default.disable_ipv6 = 0

5. Save the file.
6. To apply the changes, perform the sysctl -p command.

7. Configure ip6tables to limit access to all IPv6 services on the CryptoServer LAN by
performing the instructions in iptables for IPv4 (p. 190) and iptables for IPv6
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(p. 194). Especially copy the /etc/ip6tables.conf.example filetothe /etc/
ip6tables.conf file and make it executable (chmod +x /etc/ip6tables.conf ). This
action enables the IPv6 firewall. Thus, you do not have to adapt the configuration files for
every network service.

8. To apply the changes, restart iptables by performing the /etc/init.d/iptables restart
command.

9. Openthe /etc/sysconfig/networking filein atexteditor. vi /etc/sysconfig/

networking
Example

# Begin /etc/sysconfig/networking

NETCONFIG="_0"
# NETCONFIG="_0 _1"

NET_DEV_0="eth0"
DHCP_O="yes"
IP_ADDR_0="192.168.1.1/24"

# NET_DEV_1="eth1"

# DHCP_1="yes"

# IP_ADDR_1="10.10.10.10/24"
# IP_ADDR_v6_1="2002::2/64"
# DHCP_v6_1="no"

GATEWAY="192.168.2.1"

# End /etc/sysconfig/networking

10. Change this file according to your needs. For details, see Setting up Static IP
Adresses (p. 32).
Example: An IPv4 address is assigned by DHCP to ethO and an IPv6 address is assigned
toeth1.192.168.1.111 is the IPv4 default gateway, and 2001::1/64 is the IPv6 default
gateway.

Example

Begin /etc/sysconfig/networking

# NETCONFIG="_0"
NETCONFIG="_0 _1"
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11.

12.

13.

14,

15.

16.

17.

18.

NET_DEV_0="eth0"
DHCP_0="yes"
IP_ADDR_0="192.168.1.1/24"

NET_DEV_1="eth1"

DHCP_1="no"

# IP_ADDR_1="192.168.5.222/24"
IP_ADDR_v6_1="2002::2/64"
DHCP_v6_1="yes"

GATEWAY="192.168.1.111"
GATEWAY_v6="2001::1"

# End /etc/sysconfig/networking

Save the file.

Depending on your configuration you may have to modify the /etc/resolv.conf file
to add, for example, an IPv6 name server.

To apply the changes, restart the network by performing the /etc/init.d/network
restart command.

Changethe /etc/csxlan.conf file according to your specific IPv6 configuration. You
may set IPv6_disable=0 or omit this option. For details, see Configuring the csxlan.conf
File (p. 195).

To apply the changes, restart the csxlan daemon by performing the /etc/init.d/cs2
restart command.

Perform the following steps to use the SSH daemon for IPv6 addresses. Open the /etc/
ssh/sshd_config filein a text editor.
vi /etc/ssh/sshd_config

Go to the beginning of the following line.
AddressFamily inet

Change it as follows:
AddressFamily any
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19.

20.

21.

22.

23.

AN

AddressFamily inet indicates IPv4 only, AddressFamily ineté6 indicates IPvb
only,and AddressFamily any indicates IPv4 and IPv6,

Save the file and quit the text editor.
To apply the changes, perform the /etc/init.d/sshd reload command.

If you apply SNMPv2c or SNMPv3, follow the steps in Setting up SNMP (p. 49), especially
in Enabling SNMP and SNMP Traps for IPv6 (p. 55).

Follow the steps in Setting up NTP (p. 95). Especially set the IPv6 address of the NTP
serverinthe /etc/ntp.conf file.

Reboot the CryptoServer LAN to ensure a correct boot process, see Rebooting the
CryptoServer LAN (p. 89).

Py

v 4 The IPv6 Configuration has been successfully set up with the command line.

Document No.: 2018-0010 Document Version: 1.5.10 Page 41 of 240

Product version: 6.0.0



Administering the CryptoServer LAN

4 Administering the CryptoServer LAN

In the next few sections we describe how you can administer the CryptoServer LAN by using
the menu options on the front panel of the CryptoServer LAN.

4.1 Supported PIN Pads

The PIN pads are smartcard readers to be used with the CryptoServer which have an

integrated display and a keypad, and are also supplied exclusively by Utimaco IS GmbH. You
cannot use any other PIN pads for the CryptoServer.

o The CryptoServer LAN is supplied along with a PIN pad.

utimaco’ oo

Himaco

Fil-Uersion B1.@1

Figure 17 : Utimaco cyberJack one PIN Pad

4.2 Connecting the PIN Pad

There are the following options to connect a PIN pad.

= Host1/Host2 connection of a PIN pad
The PIN pad is either connected to the USB port labelled Host1 or Host2 on the front
panel of the CryptoServer LAN (f4) or to one of the a6 USB ports on the rear side of the
CryptoServer LAN. All these USB ports are directly connected to the Linux host inside the
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CryptoServer LAN.
Chapter Using a Local PIN Pad for a Remote CryptoServer in the CryptoServer —
Administration Manual (p. 240) does not apply here.

= HSM connection of a PIN pad
The PIN pad is either connected to the USB port labelled HSM on the front panel of the
CryptoServer LAN (f5) or to the USB port of the CryptoServer (PCle card) on the rear side
of the CryptoServer LAN (aT). All these USB ports are directly connected to the
CryptoServer.

R | T | T R —
az2 a2 a4 a6 a6 a7 a8 a9

Figure 19 : Rear view of the device

= Administration computer connection of a PIN pad
The PIN pad is connected to a USB port of the computer the CryptoServer tools (csadm,
p11tool2, CAT, P11CAT etc.)/APIs are running on (administration computer).
As an alternative, the PIN pad might be connected to any computer in the network. For
details, see scenario 3, 4 and 5 in Scenarios in the CryptoServer — Administration
Manual (p. 240). Chapter Using a Local PIN Pad for a Remote CryptoServer in
the CryptoServer — Administration Manual (p. 240) can be applied here.
It depends on the following situations which PIN pad connection is used.

= Command initiated by menu options on the front panel
Some actions that are initiated by selecting a menu option on the display and pressing the
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ENTER button on the front panel of the CryptoServer LAN must be authenticated by a
user. This user is specified either by the AdminName parameter or the NTPManagerName
parameter inthe /etc/csxlan.conf file.

If this user uses RSA signature authentication (with a smartcard or a keyfile) or ECDSA
signature authentication (with a smartcard or a keyfile), the Host1/Host2 connection of a
PIN pad is used.

However, if this user uses RSA smartcard authentication, the HSM connection of a PIN
pad is used. See the following chapters for examples:

+ Setting up NTP Mainly Using the Front Panel (p. 98) (see step 2 for specifying the
user and see step 8g) for performing the command)

+ Disabling NTP (p. 116) (step 6f for performing the command)

+ Loading a File onto the CryptoServer (p. 156)

+ Deleting a File in the CryptoServer (p. 158)

+ Changing the Administrator's Authentication Key (p. 160)

+ Loading the Firmware Encryption Key into the CryptoServer (p. 163)

« For details about authentication mechanisms, see Authentication Mechanisms in
the CryptoServer — Administration Manual (p. 240).

= Remote command-line
Assume that the following conditions apply:

* You log in from a local administrator computer into a remote CryptoServer LAN
using an SSH connection.

* You perform, for example, a csadm or p11tool2 command in this command line.

+ This command should be performed on this CryptoServer LAN (i.e., for example,
Dev=127.0.0.1).

+ This command needs to be authenticated by a user.

+ This user uses RSA signature authentication, ECDSA signature authentication or
RSA smartcard authentication.

If this user uses RSA signature authentication (with a smartcard or a keyfile) or
ECDSA signature authentication (with a smartcard or a keyfile), the Host1/Host2
connection of a PIN pad is used.

However, if this user uses RSA smartcard authentication, the HSM connection of a
PIN pad is used.
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Example: csadm Dev=127.0.0.1 LogonSign=ADMIN,:cs2:cjo:USBO
ShowAuthState
Example ouput: current AUTH state: 22000000

* PIN pad applications
In this case, the HSM connection of a PIN pad is always used. For details, see Performing
MBK Management on the CryptoServer LAN (p. 171) and its subchapters.

* Command performed on an administration computer accessing a CryptoServer LAN
Assume that the following conditions apply:

+ csadm, p11tool2, CAT or PT1CAT is running on a computer, the administration
computer, and is used to perform a command.

+ This command should be applied to a CryptoServer LAN.
+ This command needs to be authenticated by a user.

+ This user uses RSA signature authentication with a smartcard, ECDSA signature
with a smartcard or RSA smartcard authentication.

If this user uses RSA signature authentication with a smartcard or ECDSA signature
authentication with a smartcard, the administration computer connection of a PIN
pad is used.

However, if this user uses RSA smartcard authentication, the HSM connection of a
PIN pad is used.

Example: csadm Dev=123. 123. 123. 123 LogonSign=ADMIN,:cs2:cjo:USBO
ShowAuthState

123.123.123.123: IP address of the CryptoServer LAN

Example ouput: current AUTH state: 22000000

For details about authentication mechanisms, see Authentication Mechanisms in
the CryptoServer — Administration Manual (p. 240).

4.3 Enabling/Disabling the SSH Daemon

The SSH daemon creates a secured, authenticated and encrypted connection between two
computers over an unsecured network. It is enabled by default.

o Consider that device uses different SSH keys for each boot partition.
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The device supports only version 2 of the SSH protocol. Previous versions of the SSH
protocol are not supported.

To enable the SSH daemon to set up remote SSH access, do the following:

Since the SSH daemon is enabled by default, these steps are only needed if it has been disabled
for some reason.

1. Press ENTER on the front panel of the device.

2. Press ENTER to select CSLAN admin.

3. Press ENTER again to select Configuration.

4. Pressthe | key to select Services and confirm by pressing ENTER.

5. Press ENTER to select SSH.
The currently applied setting (disabled or enabled) is indicated by a full circle.

6. Usethe | key to select enabled and press ENTER to open the menu item.

7. Usethe « orthe - key to move the x into the brackets [x] Yes and press ENTER.

..~ Amessage confirming that you have successfully enabled SSH is displayed.

v
v

If you use IPv6 addresses, perform the following steps as well:

1. Attach a keyboard to the Host1 or Host2 USB port on the front panel of the device or to
the a6 USB port on the rear side of the device.

2. Attach a monitor to the VGA port (a9) of the device on the rear side.
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Figure 20 : Rear view of the device
3. Switch on the device (f8).
f2 f3 f4 f6 fr 8

f1 5 9

Figure 21 : Front view of the device

4. Loginasthe root userand press Enter.
5. As the Password, enter utimaco and confirm by pressing Enter.

6. Openthe /etc/ssh/sshd_config filein atext editor
vi /etc/ssh/sshd_config

7. If you want to have IPv4 disabled and IPv6 enabled, perform the following substeps.

a. Insert # at the beginning of the following line.
AddressFamily inet

b. Remove the # in the following line.
# AddressFamily inet6

8. If you want to have IPv4 and IPv6 enabled instead, perform the following substeps.

a. Search for the following line.
AddressFamily inet

b. Change it as follows.
AddressFamily any

9. Save the file and quit the text editor.

10. Restart the SSH daemon to apply the changes. /etc/init.d/sshd reload.
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4.4 Logging in Remotely to the CryptoServer LAN

For some actions, it is necessary to log in remotely to the CryptoServer LAN. Perform the
following steps to do so.

Prerequisites
= An IP address must have been assigned to the CryptoServer LAN. For details,
see Setting up the IP Configuration (p. 29).
= |f the SSH daemon has been disabled, enable it, see Enabling/Disabling the SSH

Daemon (p. 45). The SSH daemon is enabled by default.

Procedure

1. Start your SSH client (for example, PuTTY on Windows or ssh on Linux).

2. Log in to your CryptoServer LAN via SSH, for example, with the following access data:
Host name = <computer name/IP address of the CryptoServer LAN>
Port number = 22
User name = cslagent

Password = utimaco

3. Perform the following command to log in as the root user.

su -
4. Press the Enter key.

5. As the Password, enter utimaco and confirm by pressing the Enter key.

0 The Internet Protocols IPv4 and IPv6 are supported.

If you want to change and save a configuration file on the remote CryptoServer LAN, we highly
recommend to perform the changing and saving operations on the CryptoServer LAN itself. Do
not perform the changes on a Windows computer and copy the changed file onto the
CryptoServer LAN (Linux computer) because the return/line feed representation on Windows
differs from the one on Linux.

Page 48 of 240 Document Version: 1.5.10 Document No.: 2018-0010
Product Version: 6.0.0



* ®
Administering the CryptoServer LAN Utlmaco

4.5 Setting up SNMP

CryptoServer LAN supports SNMPv2c and v3 (Simple Network Management Protocol).

4.5.1 Enabling SNMPv2c and SNMPv2c Traps for IPv4

You can enable SNMPv2c for IPv4, and you can decide whether to enable sending messages
(SNMP traps) about monitored events, like for example, error messages, too high or too low
temperature of the CryptoServer, alarm status and other.

You can only enable SNMP2vc traps if you first enable SNMPv2c.

To enable SNMPv2c, follow these steps:

—_

. 1. Press the ENTER button on the front panel of the CryptoServer LAN.

2. Press the ENTER button to open the CSLAN admin. menu item.

3. Then press the ENTER button to open the Configuration menu item.

4. Use the | button to select Services and then press ENTER to open the menu item.

5. Use the | button to select SNMP and then press ENTER to open the menu item.
The currently applied setting (disabled or enabled) is indicated by a full circle.

6. Use the | button to select enabled and press the ENTER button to open the menu item.

7. Use the « orthe - button to insert the x in the [x] Yes brackets and press the ENTER
button to confirm this.

o&//ﬂ’ The system displays a message confirming that you have successfully enabled SNMP.

If you do not want to enable SNMP traps, the SNMP configuration is finished. No further steps
in this chapter are mandatory. If you want to enable SNMP traps, perform the following steps.

Document No.: 2018-0010 Document Version: 1.5.10 Page 49 of 240
Product version: 6.0.0



Administering the CryptoServer LAN

SNMP2vc traps cannot be enabled, disabled or configured using the front panel.

1. Log in remotely to the CryptoServer LAN, see Logging in Remotely to the CryptoServer
LAN (p. 48).

2. Openthe /etc/snmp/snmpd.conf fileinto a text editor.

3. You see for example the following entries right at the end of the /etc/snmp/
snmpd. conf file:
trapcommunity CryptoServer
trap2sink 127.0.0.1

4. Replace 127.0.0.1 by the IPv4 address of your SNMP trap destination (SNMP
manager). If you need multiple destinations, add several lines. See Configuring Multiple
SNMP Trap Destinations (p. 65) as well.

5. Save the file after you have finished editing it.
6. Gotothe /etc/snmp directory

7. So that the CryptoServer sends the SNMP traps, the /etc/snmp/cslan_mib.conf
configuration file must be edited.
The parameter enabled for all traps in section [AllTraps] must be activated, i.e,,
enabled = yes or enabled = configured . The default valueis no .

o Do not change the cslan_mib.conf file name for SNMP to be able to use it.

For important details about using the [Al1lTraps] trap and its influence on specific
traps, see Configuring SNMP Traps (p. 56).

8. Save the file after you have finished editing it.

9. Performthe /etc/init.d/snmpd restart command for any changes you made in the
SNMP configuration files to come into effect.

Page 50 of 240 Document Version: 1.5.10 Document No.: 2018-0010
Product Version: 6.0.0



* ®
Administering the CryptoServer LAN Utlmaco

./ You have successfully enabled SNMP traps.

Consider that crontab performs logrotate, logrotate performs /etc/logrotate.d/snmp, this
performs /usr/bin/killall -HUP snmpd,thiscausesa /etc/init.d/snmpd restart
and this sends an n sNotifyRestart trap (object identifier 1.3.6.1.4.1.8072.4.0.3).

4.5.2 Enabling SNMPv3 and SNMPv3 Traps for IPv4

In contrast to earlier SNMP versions, SNMPv3 offers encryption features. In addition to that,
SNMPv3 offers acknowledgment messages for the reception of SNMP traps.

You can decide whether to enable sending messages (SNMP traps) about monitored events,
like for example, error messages, too high or too low temperature of the CryptoServer, alarm
status and other.

o Enabling SNMPv3 or SNMPv3 traps cannot be done by using the front panel of the CryptoServer
LAN.

To enable SNMPv3 (and SNMPV3 traps as an option), follow these steps:

1. Log in remotely to the CryptoServer LAN, see Logging in Remotely to the CryptoServer
LAN (p. 48).

2. Perform the following command to stop a running SNMP agent.
/etc/init.d/snmpd stop

3. Perform a command according to the following pattern to create an SNMPv3 user.
This user is used for the authentication of SNMP messages.
net-snmp-create-v3-user -a SHA -A <AuthPassword> -x AES -X

<EncryptPassword> <UserName>

Parameter Description
Authentication method (cryptographic hash function), either MD5
a or SHA.
Do not use MD5 because it has only poor security quality.
A Password for the authentication method
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Parameter Description

Encryption algorithm, either DES or AES.
Do not use DES because it has only poor security quality.

X Password for the encryption algorithm.
The password must have at least 10 characters.

<UserName> The SNMPv3 user to be created

Table 5: Parameters for creating an SNMPv3 user

We recommend you use the —a, -A, -x and —X parameters due to security reasons.

4. Make sure that the created SNMPv3 user, the authentication parameters and the
encryption parameters are known to the SNMP manager. The description of the SNMP
manager is beyond the scope of this documentation.

5. If you do not want to enable SNMPv3 traps, perform the /etc/init.d/snmpd resta rt
command to start SNMP and to finish enabling SNMPv3. In this case, there is no need to
perform the following steps in this chapter. However, if you want to enable SNMPv3
traps, perform the following steps.

6. Openthe /etc/snmp/snmpd.conf filein a text editor.

If you want to change and save a configuration file on the remote CryptoServer LAN, we
highly recommend performing the changing and saving operations on the CryptoServer LAN
itself. Do not perform the changes on a Windows computer and copy the changed file onto
the CryptoServer LAN (Linux computer) because the return/line feed representation on
Windows differs from the one on Linux.

You see for example the following entry right at the end of it:
trapcommunity CryptoServer
trap2sink 10.17.2.1

7. Below these lines, add a line according to the following pattern.
trapsess -v 3 -u <UserName> -e <Engineld> -1 <Privacylevel> -a SHA -A
<AuthPassword> -x AES -X <EncryptPassword> <IpAddr>
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This line defines the destination that SNMPV3 traps are sent to. If you need multiple
destinations, add several lines.

Parameter Description

u The SNMPv3 user that just has been created

EngineId parameter identifying the SNMPv3 agent.
This parameter has been created during the user creation above. You find
itinthe snmpd.conf file. The path to this file depends on the Linux
distribution or the configuration or the compilation of the SNMPv3 agent.

Example value: /var/net-snmp/snmpd.conf
SNMPv3 requires an SNMP agent to define a unique "engine ID" in order to
respond to SNMPv3 requests. This ID will normally be determined
automatically, using two reasonably non-predictable values - a
(pseudo-)random number and the current time in seconds. This is the
recommended approach. However, the capacity exists to define the
enginelD in other ways (in the snmpd.conf file):

+ enginelD STRING
specifies that the enginelD should be built from the given
text STRING.

* enginelDType 1/2|3
specifies that the enginelD should be built from the IPv4
address (1), IPv6 address (2) or MAC address (3). Note that
changing the IP address (or switching the network interface
card) may cause problems.

+ enginelDNic INTERFACE
defines which interface to use when determining the MAC
address. If enginelDType 3 is not specified, then this
directive has no effect.
The default is to use eth0.

Security level
noAuthNoPriv
No authentication method (parameters -a and -A ) and no encryption
algorithm (privacy; parameters -x and -X ) are used. Do not use
noAuthNoPriv because authPriv has a better security quality.

1 authNoPriv
An authentication method is used but no encryption algorithm is used. Do
notuse authNoPriv because authPriv has a better security

quality.
authPriv
An authentication method and an encryption algorithm are used.

a Authentication method (cryptographic hash function), either MD5 or SHA.
Do not use MD5 because it has only poor security quality.

A Password for the authentication method

X Encryption algorithm, either DES or AES.
Do not use DES because it has only poor security quality.
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10.

11.

12.

Parameter Description
X Password for the encryption algorithm.
The password must have at least 10 characters.

IP address of the SNMPv3 trap destination (SNMP manager).
It is possible to configure multiple IP addresses. For details,
see Configuring Multiple SNMP Trap Destinations (p. 65).

<IpAddr>

Table 6: Parameters for creating SNMPV3 traps

We recommend you use the —I, —a, -A, -x and —X parameters due to security reasons.

Save the file after you have finished editing it.
Gotothe /etc/snmp directory.

So that the CryptoServer sends the SNMP traps, a specific configuration file, /etc/
snmp/cslan_mib.conf , must be edited.

The parameter enabled for all traps in section [Al1Traps] must be activated, i.e.,
enabled = yes or enabled = configured . The default valueis no .

Do not change the file name for SNMP to be able to use it.

For details, especially for important details about using the [Al1lTraps] trap and its
influence on specific traps, see Configuring SNMP Traps (p. 56).

Save the file after you have finished editing it.

Performthe /etc/init.d/snmpd restart command to enable SNMP —and SNMP
traps, if configured by the steps above. Consider that crontab performs logrotate,
logrotate performs /etc/logrotate.d/snmp, this performs /usr/bin/killall
-HUP snmpd , this causes a /etc/init.d/snmpd restart and this sends an
nsNotifyRestart trap (objectidentifier 1.3.6.1.4.1.8072.4.0.3).

-

4 SNMPv3 and SNMPv3 Traps for IPv4 were successfully enabled.
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4.5.3 Enabling SNMP and SNMP Traps for IPv6

If you want to enable SNMPv2c or SNMPv3 for IPv6, perform the following steps. It is
assumed that SNMP has been enabled for IPv4 before.

1. Log in remotely to the CryptoServer LAN, see Logging in Remotely to the CryptoServer
LAN (p. 48).

2. If you want to enable SNMP for IPv6, perform the following substeps.
a. Gotothe /etc/sysconfig directory.

b. Openthe /etc/sysconfig/snmpd filein a text editor.
Example

# Begin /etc/sysconfig/snmpd
# Default settings for snmpd. This file is sourced by /bin/sh from
# /etc/init.d/snmpd.

# Start snmpd yes|no
START_SNMPD=yes

# Options to pass to snmpd with IPv4 only support
SNMPD_OPTS="udp:161 -A -LF 4 /var/log/snmpd.log"

# Options to pass to snmpd with IPv4 and IPv6 support
# SNMPD_OPTS="udp:161,udp6:161 -A -LF 4 /var/log/snmpd.log"

# End /etc/sysconfig/snmpd

c. Inserta # atthebeginning of SNMPD_OPTS="udp:161 -A -LF 4 /var/log/
snmpd. log" .

d. Remove the # at the beginning of # SNMPD_OPTS="udp:161,udp6:161 -A -LF
4 /var/log/snmpd.log " This enables the SNMP traps for IPv4 and IPv6.

e. Save the file after you have finished editing it.

3. To enable the SNMP access for IPv6, perform the following substeps.
a. Open /etc/snmp/snmpd.conf file ina texteditor.

b. Add the following line:
AddressFamily inet6

c. You see for example the following entries:
# sec.name source community

com2sec mynetwork 0.0.0.0/0 CryptoServer
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#tcom2sec6 mynetwork ::/0 CryptoServer

The line com2sec mynetwork 0.0.0.0/0 CryptoServer enables SNMP for
IPv4.

d. Remove the # at the beginning of #com2sec6 mynetwork ::/0 CryptoServer .
This enables SNMP for IPv6.

4. You see for example the following entries right at the end of the /etc/snmp/
snmpd.conf file:

trapcommunity CryptoServer trap2sink 127.0.0.1

a. Add an additional line trap2sink <IPv6 address> with the IPv6 address of
your SNMP trap destination (SNMP manager). This sets the SNMP trap
destination. If you need multiple destinations, add several lines. See Configuring
Multiple SNMP Trap Destinations (p. 65) as well.
trapcommunity CryptoServer
trap2sink 127.0.0.1
trap2sink 3ffe:9001:f20::101

b. Save the file after you have finished editing it.

5. To apply the changes, perform the following command.
/etc/init.d/snmpd restart
Consider that crontab performs logrotate, logrotate performs /etc/logrotate.d/
snmp , this performs /usr/bin/killall -HUP snmpd,thiscausesa /etc/init.d/

snmpd restart andthis sendsan nsNotifyRestart trap (objectidentifier
1.3.6.1.4.1.8072.4.0.3).

a\\,////> SNMP and SNMP Traps for IPv6 have successfully been enabled.

4.5.4 Configuring SNMP Traps

o This chapter applies to all supported SNMP versions.
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The cslan_mib.conf storedinthe /etc/snmp/ directory is the configuration file for the
supported SNMP traps. You can configure the SNMP traps in this file.
To execute the configuration options, perform the following steps.

1. Log in remotely to the CryptoServer LAN, see Logging in Remotely to the CryptoServer
LAN (p. 48).

2. Open the configuration file specified above in a text editor
The configuration options for each individual CryptoServer trap are described in the
following table:

SNMP Trap name /

Section Parameter/Description

device
IP address of the CryptoServer to be monitored. Default: device = 127.0.0.1
(localhost)
. connect_timeout

[StateDevice] Timeout on connection establishment in milliseconds. Defaullt:
connect_timeout = 3000
read_timeout
Timeout on command execution between sending data and receiving the
answer in milliseconds. Default: read_timeout = 60000
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SNMP Trap name /

Section Parameter/Description

enabled

This is where you specify whether SNMP traps are to be sent or not.
Possible values:

no (default) - AllTraps is disabled. No traps are sent even if specific traps
(forexample, ErrorTrap or ModeChangeTrap ) are enabled by
setting enabled = yes)

yes -AllTraps is enabled. All specific traps are sent irrespective of their
specified parameter, for example, if ErrorTrap or ModeChangeTrap
has been enabled or disabled.

configure -Only those specific traps are sent that are enabled by
setting their specified parameter (enabled = yes).

Use the sections listed below in this table to enable (enabled = yes) or
disable (enable = no) a specific trap.
[AllTraps]

A\

A specific trap from the list below is enabled only if

l O N\

* [AllTraps] enabled = yes hasbeen
set or

[AllTraps] enabled = configured
and [<specific>Trap(s)] enabled =
ye s have been set.

frequency
Interval at which the Callback function for traps is called, in seconds.
Default: frequency = 60 (every 60 seconds)

enabled
This is where you specify whether or not error messages are to be
displayed.

no - ErrorTrap disabled

yes (default) - ErrorTrap enabled
[ErrorTrap] If

[AllTraps] enabled = yes hasbeen setor

[Al1lTraps] enabled = configured andthe
default setting for ErrorTrap have been set,

error messages are enabled.
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SNMP Trap name /
Section

[ModeChangeTrap]

[AlarmTraps]

Document No.: 2018-0010

Parameter/Description

enabled
This is where you enable or disable messages about a change of the
operating mode of a CryptoServer in the CryptoServer LAN. The operating
mode may be BOOTLOADER, OPERATIONAL, MAINTENANCE, ALARM or
POWERDOWN.

no - ModeChangeTrap disabled

yes (default) - ModeChangeTrap enabled

If

[AllTraps] enabled = yes hasbeen setor

[AllTraps] enabled = configured andthe
default setting for ModeChangeTrap have been set,

messages about a change of mode are enabled.

enabled

This is where you enable or disable messages about alarms.
no - AlarmTraps disabled

yes (default) - AlarmTraps enabled

If
* [AllTraps] enabled

* [AllTraps] enabled = configured andthe
default setting for AlarmTraps have been set,

yes has been set or

messages about alarms are enabled.
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SNMP Trap name /
Section

[HighTempTraps]

Page 60 of 240

Parameter/Description

enabled

This is where you enable or disable messages about the temperature being
too high.

no - HighTempTraps disabled

yes (default) - HighTempTraps enabled

If

[AllTraps] enabled = yes hasbeen setor

[Al1lTraps] enabled = configured andthe
default setting for HighTempTraps have been set,

messages about the temperature being too high are enabled.
You can also configure the following parameter:

threshold - CryptoServer high temperature threshold value
Validrange: threshold: [-30, 100] and> [LowTempTraps]
threshold

Default: threshold = 50

delta —avaluein °C for repeating the message

Default: delta = 0
Setting delta = 0 resultsin asingle trap being sent when the threshold
is exceeded and a single trap being sent when the temperature falls back to
or under the threshold.

Example 1: threshold = 50, delta = 0
A'single notifyCsTemperatureHigh trap is sent when the
temperature rises to > 50°C.
Asingle notifyCsTemperatureHighBack trap be sent when the
temperature falls back to <= 50°C.

Example 2: threshold = 50, delta = 5
The notifyCsTemperatureHigh trap is sent when the temperature
rises to > 50°C, > 55°C, > 60°C, etc. The
notifyCsTemperatureHighBack trap will be sent when the
temperature falls back to <= 55°C, <= 50°C, <= 45°C.
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SNMP Trap name /
Section

[LowTempTraps]

[BatteryTraps]

Document No.: 2018-0010

Parameter/Description

enabled
This is where you enable or disable messages about the temperature being
too low.
no -LowTempTraps disabled
yes (default) - LowTempTraps enabled
If

[AllTraps] enabled = yes hasbeen setor

* [AllTraps] enabled = configured andthe
default setting for LowTempTraps have been set,

messages about the temperature being too low are enabled.

You can also configure the following parameter:

threshold - CryptoServer low temperature threshold value

Valid range: threshold: [-30, 100] and >
[HighTempTraps| threshold

Default: threshold = 10

delta —avaluein °C for repeating the message

Default: delta = ©

Setting delta = 0 resultsin a single trap being sent when the
temperature falls under the threshold and a single trap being sent when the
temperature rises back to or above the threshold.

Example 1: threshold = 10, delta = 0
Asingle notifyCsTemperaturelow trapis sent when the
temperature falls to < 10°C. A sinale
notifyCsTemperaturelLowBack trapis sent when the temperature
rises back to >= 10°C.

Example 2: threshold = 10, delta = 5
The notifyCsTemperaturelow trap is sent when the temperature
fallsto< 10°C, < 5°C, < 0°C, etc. The

notifyCsTemperatureLowBack trapis sent when the temperature

rises back to >= 5°C, >= 10°C, >= 15°C.

enabled
This is where you enable or disable messages about the battery status of
the CryptoServer and CryptoServer LAN to be sent.
no - BatteryTraps disabled
yes (default) - BatteryTraps enabled
Default: enabled = yes
If

* [AllTraps] enabled = yes hasbeensetor

* [AllTraps] enabled = configured andthe
default setting for BatteryTraps have been set,

messages about the battery status of the CryptoServer and CryptoServer
LAN are enabled.

If the BatteryTraps areenabled a BatteryTrap is generated and sent
every time the status of the CrvptoServer or CryptoServer LAN battery has
changed (from OK to LOW, UNKNOWN or ABSENCE ). Asingle trap is
generated and displayed in this case (for example, "CryptoServer LAN
battery low" or "CryptoServer battery low").
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SNMP Trap name /
Section

[LoadTraps]
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Parameter/Description

enabled
This is where you enable or disable messages about the workload on the
CryptoServer PCle card. The workload is the ratio of the time that requests/
commands spend in the CryptoServer PCle card to the total time.

no (default) - LoadTraps disabled

yes - LoadTraps enabled

Default: enabled = no

If

* [AllTraps] enabled = yes hasbeen setor

[Al1lTraps] enabled = configured and for
[LoadTraps] enabled = yes have been set,

messages about the load on the CryptoServer LAN are enabled.

You can also configure the following parameters:

threshold - a threshold value for the load

Valid range: threshold = [0, 100]

Default: threshold = 75

delta —avaluein % for repeating the message.

Valid range: delta = [0, 100]

Default: delta = 0

Setting delta = 0 willresultin a single trap being sent when the
threshold is exceeded and a single trap being sent when the load falls back
to or under the threshold.

Example 1: threshold = 75, delta = 0:

Asingle notifyCslLoadHigh trapissent when the load rises to >
75%.

Asingle notifyCsllLoadHighBack trapis sent when the load falls
back to <= 75%.

Example 2: threshold = 75, delta = 10:

The notifyCsllLoadHigh trapis sent when the load rises to > 75%, >
85%, > 95% etc.

The notifyCsllLoadHighBack trapis sent when the load falls back to
<=85%, <= 75%, <= 65%.
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SNMP Trap name /

Section Parameter/Description

enabled
This is where you enable or disable messages about the usage of the
CryptoServer LAN connections.
no - ClientsTraps disabled
yes (default) - ClientsTraps enabled
If

[AllTraps] enabled = yes hasbeen setor

* [AllTraps] enabled = configured andthe
default setting for ClientsTraps have been set,

messages about the usage of the CryptoServer LAN connections are
enabled.

You can also configure the following parameters:

threshold - athreshold value for the client connection load
Validrange: threshold = [0, 100]

Default: threshold = 75

delta -avaluein % for repeating the message.

Valid range: delta = [0, 100]

Default: delta = 0

The client connection load is relative to the maximal number of client
connections specified in the configuration file csxlan.conf . When the
system is supplied, the maximum number of connections set in the
csxlan.conf fileis 256. You can only change this setting in this file.
Setting delta = 0 resultsinasingle trap being sent when the threshold
is exceeded and a single trap being sent when the number of clients falls
back to or under the threshold.

Example 1:t hreshold = 75, delta = 0:

Asingle notifyCslClientsHigh trapissent when the client
connection load rises to > 75%.

Asingle notifyCslClientsHighBack trap is sent when the client
connection load falls back to <= 75%.

Example 2. threshold = 75, delta = 10:

The notifyCslClientsHigh trapis sent when the client connection
load rises to > 75%, > 85%, > 95%, etc.

The notifyCslClientsHighBack trapis sent when the client
connection load falls back to <= 85%, <= 75%, <= 65%.

enabled

This is where you enable or disable messages about the boot process.
no - BootTrap disabled

yes (default) - BootTrap enabled

[BootTrap] If

[ClientsTraps]

[AllTraps] enabled = yes hasbeen setor

[AllTraps] enabled = configured andthe
default setting for BootTrap have been set,

messages about the boot process are enabled.
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SNMP Trap name /
Section

[ShutdownTrap]

[FanSpeedTraps]
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Parameter/Description

enabled
This is where you enable or disable messages about the shutdown process.
no - ShutdownTrap disabled
yes (default) - ShutdownTrap enabled
If

* [AllTraps] enabled = ves hasbeen setor
[AllTraps] enabled = configured andthe
default setting for ShutdownTrap have been set,

messages about the shutdown process are enabled.

enabled
Here you can enable or disable messages about the speed (rotations per
minute - rpm) of the cooler fan.

no - FanSpeedTraps disable

yes (default) - FanSpeedTraps enabled

If

[AllTraps] enabled = yes hashbeen setor

* [AllTraps] enabled = configured andthe
default setting for FanSpeedTraps have been set,

messages about the speed of the cooler fan are enabled.

You can also configure the following parameters:

threshold - athreshold value for the fan speed Valid range: threshold
>= (0 Default: threshold = 600

delta -avaluein % for repeating the message.

Validrange: delta >= 0

Default: delta = 200

Setting delta = 0 resultsin asingle trap being sent when the fan
speed falls under the threshold and a single trap being sent when the fan
speed rises back to or above the threshold.

Example 1: threshold = 600, delta = 0:

Asingle notifyCslFanSpeedlLow trap is sent when the fan speed
falls to < 600 rpm.

Asingle notifyCslFanSpeedlLowBack trap is sent when the fan
speed rises back to >= 600 rpm.

Example 2: threshold = 600, delta = 200

Then otifyCslFanSpeedLow trap is sent when the fan speed falls to
<600 rpm, < 400 rpm, < 200 rpm, etc.

The notifyCslFanSpeedLowBack trapis sent when the fan speed
rises back to >= 400 rpm, >= 600 rmp, >= 800 rmp.
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SNMP Trap name / -l
Section Parameter/Description

enabled
Here you can enable or disable messages to be send if one of the two
power supplies fails or is switched off.
no - PowerSupplyFailureTraps disabled
yes (default) - PowerSupplyFailureTraps enabled

[PowerSupplyFailureT I

rapl * [AllTraps] enabled = yes hasbeen setor

* [AllTraps] enabled = configured andthe
default setting for PowerSupplyFailureTrap have
been set,

messages about the failure of one of the two power supplies or one of the
two power supplies being switched off are enabled.

Table 7: Configuration parameters for SNMP traps

3. Save the file after you have finished editing it.

4. Performthe /etc/init.d/snmpd restart command for any changes you made in this
file to come into effect .

o&//’ The SNMP traps have successfully been configured.

4.5.5 Configuring Multiple SNMP Trap Destinations

This section applies to all supported SNMP versions.

If you want to send the SNMP traps to more than one IP address, you must edit the /etc/
snmp/snmpd.conf file.

Perform the following steps to specify more than one IP address for receiving SNMP traps:

1. Log in remotely to the CryptoServer LAN, see Logging in Remotely to the CryptoServer
LAN (p. 48).

2. Openthe /etc/snmp/snmpd.conf filein atext editor.

Document No.: 2018-0010 Document Version: 1.5.10 Page 65 of 240
Product version: 6.0.0



Administering the CryptoServer LAN

3. You see for example the following entry right at the end of it:
trapcommunity CryptoServer
trap2sink 10.17.2.1

4. If you use SNMPv2c, perform this step.
After trap2sink you then see the IP address you have specified as the address to
which the SNMP traps are to be sent.
Enter the IPv4 or IPv6 addresses you require by using the following format:
trapcommunity CryptoServer
trap2sink 10.17.2.1
trap2sink 10.17.4.3
trap2sink 10.17.3.2
trap2sink 3ffe:9001:f20::101

5. If you use SNMPv3, perform this step.
Below these lines, add a line according to the following pattern.
trapsess -v 3 -u <UserName> -e <Engineld> -1 <Privacylevel> -a SHA -
A <AuthPassword> -x AES -X <EncryptPassword> <IpAddr>
This line defines the destination that SNMPv3 traps are sent to. If you need multiple
destinations, add several lines.

Parameter Description
u The SNMPv3 user that just has been created
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Parameter

<IpAddr>

Document No.: 2018-0010

Description

EngineId parameter identifying the SNMPv3 agent.
This parameter has been created during the user creation. You find it in
the snmpd.conf file. The path to this file depends on the Linux
distribution or the configuration or the compilation of the SNMPv3 agent.
Example value: /var/net-snmp/snmpd.conf
SNMPv3 requires an SNMP agent to define a unique "engine ID" in order to
respond to SNMPv3 requests. This ID will normally be determined
automatically, using two reasonably non-predictable values - a
(pseudo-)random number and the current time in seconds. This is the
recommended approach. However, the capacity exists to define the
enginelD in other ways (in the snmpd.conf file):

+ enginelD STRING
specifies that the enginelD should be built from the given
text STRING.

+ enginelDType 112/3
specifies that the enginelD should be built from the IPv4
address (1), IPv6 address (2) or MAC address (3). Note that
changing the IP address (or switching the network
interface card) may cause problems.

+ enginelDNic INTERFACE
defines which interface to use when determining the MAC
address. If enginelDType 3 is not specified, then this
directive has no effect.
The default is to use eth0.

Security level

noAuthNoPriv

No authentication method (parameters —a and -A ) and no encryption
algorithm (privacy; parameters —x and -X ) are used. Do not use
noAuthNoPriv because authPriv has a better security quality.
authNoPriv

An authentication method is used but no encryption algorithm is used. Do
not use AuthNoPriv because authPriv has a better security quality.
authPriv

An authentication method and an encryption algorithm are used.

Authentication method (cryptographic hash function), either MD5 or SHA.
Do not use MD5 because it has only poor security quality.

Password for the authentication method

Encryption algorithm, either DES or AES.

Do not use DES because it has only poor security quality.

Password for the encryption algorithm.
The password must have at least 10 characters.

IP address of the SNMPv3 trap destination (SNMP manager).
IPv4 and IPv6 are supported.

Table 8: Parameters for creating SNMPV3 traps

Document Version: 1.5.10 Page 67 of 240
Product version: 6.0.0



Administering the CryptoServer LAN

6. Save the file after you have finished editing it.

7. Performthe /etc/init.d/snmpd restart command for any changes you made in
this file to come into effect.

<\\/////> Multiple SNMP trap destinations were configured successfully.

4.5.6 Setting the Date and Time on the CryptoServer LAN

You can use the function Set CSLAN Time to set the date and time on the CryptoServer LAN.

If a PCle clock card is mounted on the CryptoServer LAN, see Setting up PCle Clock Cards (p. 91),
the date and the time are set automatically and cannot be set manually. In this case, the steps in
this chapter are obsolete.

1. On the front panel of the CryptoServer LAN, press the ENTER button.

2. Press the ENTER button to open the CSLAN admin. menu item.

3. Press the ENTER button to open the Configuration menu item.

4. Use the | button to select CSLAN and press the ENTER button to open the menu item.

5. Press the ENTER button to open the Set Time menu item.
On the display of the CryptoServer LAN, the local date and time of the CryptoServer LAN
is shown in the format YYYY-MM-DD and HH:MM:SS.
The cursor under a number shows that you can change that number with the t and ¢
buttons. Press the — button to move the cursor to the next number.
Only values up to December 31, 2037 can be set.

6. Pressthe t/ 1 and — buttons to set the new date and time and then press ENTER.

7. Usethe « orthe — button to move the x into the square brackets [x] Yes and confirm by
pressing ENTER.

Page 68 of 240 Document Version: 1.5.10 Document No.: 2018-0010
Product Version: 6.0.0



* ®
Administering the CryptoServer LAN Utlmaco

o&//ﬁ’ The system displays a message confirming that you have successfully configured the local time.

4.5.7 Specifying the Keyboard Layout

If you want to use a keyboard and a monitor to configure the CryptoServer LAN, you can
specify the layout (language) of the keyboard you are going to connect. To change the
keyboard layout, follow these steps:

1. If you want to use the front panel, perform the following substeps, If you want to use a
remote login instead, continue with step 2.
a. On the front panel of the CryptoServer LAN, press the ENTER button.
b. Press the ENTER button to open the CSLAN admin. menu item.

o

Press the ENTER button to open the Configuration menu item.

o

Use the | button to select CSLAN and press the ENTER button to open the menu
item.

e. Usethe | button to select Keyboard and press the ENTER button to open the menu
item. This opens a list of different countries.

f. Use the | button to select the country you require and then press ENTER to
confirm.

«.~" The system displays a message confirming that you have successfully configured the
keyboard layout.

2. If you want to use a remote login, perform the following substeps.

a. Log inremotely to the CryptoServer LAN, see Logging in Remotely to the
CryptoServer LAN (p. 48).

b. Perform the following command to show the available keyboard layouts.
Example Output

# Begin /etc/keymap.lst
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Belgium /usr/share/keymaps/i386/azerty/be-latinl.map.gz
Bulgaria /usr/share/keymaps/i1386/qwerty/bg-cp855.map.gz
Finland /usr/share/keymaps/i1386/qwerty/fi.map.gz

France /usr/share/keymaps/i386/azerty/fr-latinl.map.gz
Germany /usr/share/keymaps/i386/qwertz/de-latini-
nodeadkeys.map.gz

Italy /usr/share/keymaps/i1386/qwerty/it.map.gz
Netherlands /usr/share/keymaps/i386/qwerty/nl.map.gz

Norway /usr/share/keymaps/i386/qwerty/no-latinl.map.gz
Portugal /usr/share/keymaps/i386/qwerty/pt-latinl.map.gz
UK /usr/share/keymaps/1386/qwerty/uk.map.gz

USA /usr/share/keymaps/1386/qwerty/us.map.gz

# End /etc/keymap.lst

A value in the left column is needed in the next command to be executed.

c. If you want a German keyboard layout, perform the following command.

set_keyboard_config.sh Germany

The keyboard layout has been specified, and is confirmed in the output message. Example
Output: Keymap for Germany loaded!

o The character set ISO 8859-15 (i.e., Latin-9) is supported for the following countries: Belgium,
Bulgaria, France, Germany, Great Britain, the Netherlands, and the USA.

4.5.8 Exporting/Importing the File csxlan.conf

If you want to export the csxlan.conf file, which contains the configuration details for the
csxlan daemon, from the CryptoServer LAN, so you can process it and then import it back
into the CryptoServer LAN, you must work through the following steps:

Export
1. On the front panel of the CryptoServer LAN, press the ENTER button.
2. Press the ENTER button to open the CSLAN admin. menu item.
3. Press the ENTER button to open the Configuration menu item.

4. Use the | button to select CSLAN and press the ENTER button to open the menu item.

Page 70 of 240 Document Version: 1.5.10 Document No.: 2018-0010
Product Version: 6.0.0



* ®
Administering the CryptoServer LAN Utlmaco

5. Use the | button to select Export csxlan.conf and press the ENTER button to open the
menu item.

6. Connect a USB flash drive to one of the two Host1 or Host2 ports on the front panel of the
CryptoServer LAN.

CryptoServer LAN can write data on only a single trustworthy USB flash drive connected to it.
Although more than one USB flash drives can be simultaneously plugged in to the
CryptoServer LAN, the USB device that has been inserted as first gets connected with the
CryptoServer LAN. This USB device can be configured by the 0SUpdateDevice variablein
the [DisplayAdmin] section of the /etc/csxlan.conf file (example value: /dev/
sdb1). To establish a connection to another USB flash drive, you should first disconnect the
currently connected one and then plug the next USB flash drive into the corresponding USB
port of the CryptoServer LAN.

7. Use the < orthe - button to insert the x in the [x] Yes brackets and press the ENTER
button to confirm this.

8. Press the ENTER button. The successful export of the csxlan.conf file is confirmed on
the display.

The file has been exported successfully and is stored in the main directory on the USB flash drive.

Import

1. On the front panel of the CryptoServer LAN, press the ENTER button.

2. Press the ENTER button to open the CSLAN admin. menu item.

3. Press the ENTER button to open the Configuration menu item.

4. Use the | button to select CSLAN and press the ENTER button to open the menu item.

5. Use the | button to select Import csxlan.conf and press the ENTER button to open the
menu item.
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 Ensure that the csxlan.conf file is stored in the main directory on the USB flash drive.The
~ csxlan.conf file must be stored by definition in this directory of the USB flash drive.

6. Usethe « orthe — button to insert the x in the [x] Yes brackets and press the ENTER
button to confirm this.

7. Press the ENTER button. The successful import of the csxlan.conf file is confirmed on
the display.

8. Restart the CryptoServer LAN so you can use the csxlan.conf file you have just
imported.

a. Press the ESC button several times to get back to the main menu.
b. Press the ENTER button to open the CSLAN admin. menu item.

c. Usethe | button to select Reboot and press the ENTER button to open the menu
item.

d. Pressthe « orthe - button to insert the x in the brackets [x] Yes and confirm by
pressing the ENTER button.
This reboots the CryptoServer LAN.

Q\////o The file has been imported

4.5.9 Importing the Network Configuration

As of CSLANOS v5.1, the network configuration can be imported from a network
configuration file. This file is divided into the following sections.

= csl_network_conf
The start of this section is defined by the [>cs1_network_conf] tagand the end of
this section is defined by the [<cs1_network_conf] tag.
The csl_network_conf section is mandatory and it must contain the following line.
version = 1.00
Version 1.00 is the only supported version.
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= csl_network
The start of this section is defined by the [>cs1_services] tagand the end of this
section is defined by the [<cs1_services] tag.
This section is optional and contains a list of services that can be disabled or enabled by
the network configuration file.

* IPv6_stack = [disable | enable]
Optional. This variable disables or enables the IPv6 stack in the Linux kernel.

* IPv6_csxlan = [disable | enable]
Optional. This variable disables or enables the IPv6 port for the csxlan daemon.

Ensure that the tags do not contain any spaces and that they are not preceded by spaces.

Example of a network configuration file

[>csl_network_conf]
version = 1.00
[<csl_network_conf]

[>csl_network]
# Begin /etc/sysconfig/networking
NETCONFIG="_0 _1"

NET_DEV_0="eth0"
DHCP_0="yes"
#IP_ADDR_0="192.168.4.203/24"

NET_DEV_1="eth1"
DHCP_1="no"
IP_ADDR_1="10.10.10.10/24"

IP_ADDR_v6_1="2002::2/64"
DHCP_v6_1="no"

GATEWAY="192.168.4.254"
GATEWAY_v6="2002::254"

# End /etc/sysconfig/networking
[<csl_network]

[>csl_services]
ipv6_stack = enable
ipv6_csxlan = enable
[<csl_services]

To import the prepared network configuration file, perform the following steps.
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10.

11.

. Copy the network configuration file to the main directory on a USB flash drive. The

filename must be a valid Linux filename. No further restrictions need to be fulfilled.

On the front panel of the CryptoServer LAN, press the ENTER button.

Press the ENTER button to open the CSLAN admin. menu item.

Press the ENTER button to open the Configuration menu item.

Use the | button to select CSLAN and press the ENTER button to open the menu item.

Use the 1 button to select Import network conf and press the ENTER button to open the
menu item.

. Connect the USB flash drive with the network configuration file on it to the Host1 or

Host2 USB port on the front panel of the CryptoServer LAN or to the a6 USB port on the
rear side of the CryptoServer LAN.

Press the ENTER button. On the display, you can now see which files (not directories and
subdirectories) are present in the main directory on the USB flash drive.

. Use the | button to select the relevant file and confirm your selection by pressing

ENTER.

Log in remotely to the CryptoServer LAN, see Logging in Remotely to the CryptoServer
LAN (p. 48).

Reboot the CryptoServer LAN, see Rebooting the CryptoServer LAN (p. 89).
Ifthe /etc/sysconfig/bonding fileis present, that file is applied.

Q\J///O The network configuration has successfully been imported.

For details, see Setting up Bonding (p. 127). Importing a bonding file by using the front panel
of the CryptoServer LAN is not supported.

4.6  Showing CryptoServer LAN Information

You can show the version of the CryptoServer LAN software.
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_—

4.6.1 Showing the CryptoServer LAN Version and Serial Number

&

. On the front panel of the device, press ENTER.

Press ENTER to open the CSLAN admin. menu item.
Use the | key to select CSLAN Info and press the ENTER.

Press OK to select Show version and press ENTER to open the menu item.
Example output:

CSLAN 5.1.0 Serial Number: MD1234567

;//A’ The version of the CSLAN operating system (CSLANOS), and the serial number of the device are

displayed.

4.6.2 Showing the Network State

You can show which services are enabled on the device. In addition to that the NTP server's
IPv4 address is shown.

1.

2.

On the front panel of the device, press ENTER.

Press ENTER to open the CSLAN admin. menu item.

Use the  key to select CSLAN Info and press ENTER.

Use the | key to select Show network state and press ENTER to open the menu item.

Use the | key to open either the ethQ, eth1, eth2 or eth3 menu item.
Example Output

Address:
123.123.123.123 N

etwork mask:
255.255.255.0

MAC:
TF:1F:M1F:TFTFF
MTU: 1500
Link up: yes
Link speed: 1000Mb/s
Mode: full duplex
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Interface up: yes
IPv6 address #1:

prefix length: ---
IPv6 address #1: ---

prefix length: ---

6. If you want to show the IP address of the IPv4 default gateway instead, use the | key to
open the Routing menu item.
Example output:
Default Gateway: 123.123.123.123

s&//o The network state is displayed.

4.6.3 Showing the Services on the CryptoServer LAN

You can show which services are enabled on the device. In addition to that the NTP server's
IPv4 address is shown.

1. On the front panel of the device, press ENTER.
2. Press ENTER to open the CSLAN admin. menu item.
3. Usethe | key to select CSLAN Info and press ENTER.

4. Use the | key to select Show services info and press ENTER to open the menu item.
Example output:
SSH: enabled
SNMP: disabled
IP tables: enabled
NTP: disabled NTP
IP4: 123.123.123.123
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@

&//A’ The services of the device are displayed.

4.6.4 Showing the Date and Time on the CryptoServer LAN

You can show the current date and the time of the device on the device display. Not only the
UTC time but also the time zone and the local time is shown. You do not require
authentication for this action.

1.

2.

Q@

On the front panel of the device, press ENTER.
Press ENTER to open the CSLAN admin. menu item.
Use the | key to select CSLAN Info and press ENTER.

Use the 1 key to select Show time info and press ENTER. Date and time of the device is
displayed in the format YYYY-MM-DD and HH:MM:SS.
Example Output:
Date(UTC):2019-01-31
Time(UTC): 14:14:14
Timezone: +0100 Date(loc):2019-01-31
Time(loc): 15:14:14

\,///A’ The date and time of the device are displayed.

4.6.5 Showing the Partitions

You can show the partitions used for booting and for running the system.

1.

2.

On the front panel of the device, press ENTER.
Press ENTER to open the CSLAN admin. menu item.

Use the  key to select CSLAN Info and press ENTER.

4. Use the | key to select Show partition info and press ENTER to open the menu item.
Example output:
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Boot part.: userl

Run part.: userl

Q\‘////O The partitions are displayed.

4.6.6 Showing the Fan Speed

You can show the fan values.

1. On the front panel of the device, press ENTER.
2. Press ENTER to open the CSLAN admin. menu item.t
3. Use the | key to select CSLAN Info and press ENTER.

4. Use the | key to select Show fan info and press ENTER to open the menu item.

Example output:

Fan #1 speed: 6200
Fan #2 speed: 5300
Fan #3 speed: 6200
Fan #4 speed: 5400
Fan #5 speed: 6100
Fan #6 speed: 5300

A value of 0 for the fan speed indicates a broken fan. In this case, create an RMA (Return
Merchandise Authorization) according to the chapter Contact Address for Support
Queries.

Q\J///O The speed of each fan is displayed.

The device has 6 fans in 3 fan modules and no CPU fan. Fan modules are exchangeable but
fans are not. f10 in the following figure indicates the fan module containing fan 5 and fan 6.
f11 indicates fan 3 and fan 4, and f12 indicates fan 1 and fan 2.
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Figure 22 : Front panel with removed fan compartment grill

4.6.7 Showing the PCle Clock Card Information

You can show information about the PCle clock card. For details about PCle clock cards,
see Setting up PCle Clock Cards (p. 91).

1. On the front panel of the CryptoServer LAN, press the ENTER button.
2. Press the ENTER button to open the CSLAN admin. menu item.

3. Use the | button to select CSLAN Info and press the ENTER button to open the menu
item.

4. Use the | button to select Show time source and press the ENTER button to open the
menu item.
Example output:
Card:PZF180PEX DCF77
Clock: Synchronized
Signal: 100 %

«\&//O The PCle clock card information is displayed.

4.7 Changing the Default Hostname of the CryptoServer LAN

By default, the LAN device is delivered with a Linux hostname CryptoServer. To change this
setting, follow the following steps.

1. Connect to the device via SSH or log in with a local command-line.

2. Openthe /etc/sysconfig/hostname filein a text editor.

root@CryptoServer:~# vi /etc/sysconfig/hostname

3. Change the name according to your needs.
HOSTNAME=XYZ
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4. Save the changes.
5. Close the text editor.

6. Restart the CryptoServer LAN OS.

root@CryptoServer:~# reboot

7. After the CryptoServer LAN has restarted, you can verify the changed setting by logging
in a command console and performing the hostname command.
root@XYZ:~# hostname

8. The name is displayed.
XYZ

Q\/ The hostname has been changed.

4.8 Update and Maintenance

4.8.1 Updating the Operating System

Utimaco IS GmbH supplies updates for the operating system of the CryptoServer LAN
(CSLAN) in the compressed archive file cslan-x.y.z.tar.gz (x.y.z.is the version number
of the update).

The files provided in the update contain the entire CryptoServer LAN operating system. cslan-
X.y.z.tar.gz can be imported into the CryptoServer LAN from a USB flash drive directly
connected to the CryptoServer LAN (Performing a Local Update (p. 82)) or remotely via SSH
connection (Performing a Remote Update (p. 85). After the import cslan-x.y.z.tar.gz is
automatically unpacked and saved in the CryptoServer LAN.

A CSLAN update can only be performed from one boot partition to one of the others. For
further details about the boot partitions of the CryptoServer LAN please read Boot Partitions
in the CryptoServer LAN (p. 17).
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utimaco’

All configuration files are retained after an update and are not replaced or overwritten by new

~ versions.

= |f you have currently booted the factory boot partition, you must select the boot partition
into which you want to import the update: user1 or user2. As you cannot make permanent
user settings in the factory boot partition, you cannot simply transfer the configuration
settings in this case. In this situation, you can only import an update for the operating

system.

e

~

factory user]/user2
CSLANOS CSLANOS
Version version
5.0.0 CSLANOS update 5.1.0
version 5.1.0
® »

-

9

=y

F

Figure 23 : Updating the operating system CSLANOS in user1 or user2 from the factory boot partition

= |f you have currently booted the user1 boot partition, the update is imported to the user2
boot partition. Your individual configuration settings are then transferred from the user1
boot partition to the user2 boot partition.
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user2 |
usert CSLAMNOS update
version 5.1.0
o - >
E:ELAHDS CSLANOS
VErsion version
5.0.0 , ) 5.1.0
Configuration
version 5.0.0
* >

Figure 24 : Updating the operating system CSLANOS in boot partition user2

= If you have currently booted the user2 boot partition, the update is imported to the user1
boot partition. Your individual configuration settings are then transferred from the user2
boot partition to the user1 boot partition.

™

userl | CSLANOS update |  User2
version 5.1.0

®
CSLANOS CSLANOS
version vgrglgn
510 Configuration -
version 5.0.0

] -
- - >

Figure 25 : Updating the operating system CSLANOS in boot partition userT

4.8.1.1 Performing a Local Update

Prerequisites

= You must already have copied the new version of cslan-x.y.z.tar.gz tothe main
directory of a trustworthy USB flash drive.
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* You have booted the appropriate boot partition of the device:

« If you want to update the boot partition user1, you must have booted the boot
partition user2.

+ If you want to update the boot partition user2, you must have booted the boot
partition user1.

+ If you have booted factory, you can choose to update either boot partition user1 or
boot partition user2.

This is how you update the operating system for the device:

1. On the front panel of the device, press the — key.
2. Press ENTER to open the CSLAN admin. menu item.
3. Use the | key to select Update & Maint. and press ENTER.

4. Press ENTER to open the Update menu item. Follow the instructions on the display.

a. Connect a USB flash drive to the Host1 or Host2 USB port on the front panel of your
device.
The cslan-x.y.z.tar.gz file you want to upload has to be placed in the main
directory of a trustworthy USB flash drive, so that it is shown on the display of
the device and can be selected for upload.

/7. The device can access data from and write data on only a single trustworthy USB

~~ flash drive connected to it. Although more than one USB flash drives can be
simultaneously connected to the device, the USB device that has been inserted as first
gets connected with the device. To establish a connection to another USB flash drive,
you should first disconnect the currently connected one and then plug the next USB
flash drive into the corresponding USB port of the device.

b. Press ENTER. Now you should see the files available in the main directory of the
connected USB flash drive.

c. If you have currently booted the factory boot partition, you must select the boot
partition into which you want to import the update: user1 or user2. Use the 1 and |
keys to select either Partition: user1 or Partition: user2.

d. If you have currently booted the user1 boot partition, you cannot select a boot
partition into which you want to import the update. It is automatically set to user2.
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e. If you have currently booted the user2 boot partition, you cannot select a boot
partition into which you want to import the update. It is automatically set to userT.

f. Use the t and 1 keys to select the required cslan-x.y.z.tar.gz file and press
ENTER.

g. Usethe 1t and | keys to select [Start update] and press ENTER. The successful
update of the operating system of the device is confirmed on the display.

h. Press ESC to get back to the device menu.

5. Select the boot partition to which you imported the update.

a. Usethe | key to select Set boot partition and press ENTER to open the menu
item.
One of the entries (factory, user1 or user?) is indicated by a full circle.

« If the circle is currently set for the boot partition user1, the currently used
boot partition is user1. The operating system update has been performed in
boot partition user2. So you have to select boot partition user2.

« If the circle is currently set for the boot partition user2, the currently used
boot partition is user2. The operating system update has been performed in
boot partition user1. So you have to select boot partition user1.

Consider that device uses different SSH keys for each boot partition. An SSH
key is created for a boot partition when the device is booted for the very first
time from this boot partition.

b. Usethe t and | keys to move to the boot partition you want to use after a restart
and confirm your selection by pressing ENTER.

c. Press ESC twice to get to the CSLAN admin. menu.

6. Remove the USB flash drive from the Host1 or Host2 USB port on the front panel of your
device.

7. Reboot the device so you can start using the selected boot partition.

a. Usethe 1 key to select Reboot and press ENTER to open the menu item.

Page 84 of 240 Document Version: 1.5.10 Document No.: 2018-0010
Product Version: 6.0.0



* ®
Administering the CryptoServer LAN Utlmaco

b. Pressthe « or — keys to insert the x in the brackets [x] Yes and confirm by
pressing ENTER.
This restarts the device, and then boots the boot partition you have just selected.

8. Reboot the device so the operating system update comes into effect, and the change of
boot partition is applied.

s&//o The local update has been performed successfully.

4.8.1.2 Performing a Remote Update

If you do not have a direct/local access to the CryptoServer LAN, you can also update the
operating system of the CryptoServer LAN remotely using an SSH client (for example with
PUuTTY under Windows) from a host computer in the same network.

Prerequisites

* You have the new cslan-x.y.z.tar.gz athand (product CD or boot stick).

* You have enabled the SSH daemon locally by using the control menu buttons of the
CryptoServer LAN. see Setting up Dynamic IPv4 Addresses With the Front Panel (p. 34).

* You have booted the appropriate boot partition of the CryptoServer LAN locally,
see Selecting a Boot Partition (p. 86) or remotely by using SSH access and command line
set_boot.sh <boot partition> and rebooting the CryptoServer LAN afterwards with
reboot:

+ If you want to update the boot partition user1, you must have booted the boot
partition user2.

« |If you want to update the boot partition user2, you must have booted the boot
partition userl.

« If you have booted factory, you can choose to update either boot partition user1 or
boot partition user2.

To update the operating system of the CryptoServer LAN remotely, proceed as follows:

1. Log in remotely to the CryptoServer LAN, see Logging in Remotely to the CryptoServer
LAN (p. 48).

2. Copythe cslan-x.y.z.tar.gz tothe CryptoServer LAN root directory.

Document No.: 2018-0010 Document Version: 1.5.10 Page 85 of 240
Product version: 6.0.0



Administering the CryptoServer LAN

3. Call the script update.sh in the same directory where you have previously copied the
cslan-x.y.z.tar.gz file:
update.sh cslan-x.y.z.tar.gz [partition]
The partition entry —userl or user2 - is only required if the currently booted partition
is factory.
Example: update.sh cslan-x.y.z.tar.gz

4. Set the boot partition you have just updated to be started after reboot:
set_boot.sh <boot partition>

5. Reboot the CryptoServer LAN:

reboot

6. Check that the updated boot partition has been started by executing the script
get_boot.sh. The outputis either userl or user2.

7. Execute csadm [Dev=<device>] CSLGetVersion to check that the required version of
the CryptoServer LAN has been installed.

<\\,////> The remote update has been performed successfully.

4.8.2 Selecting a Boot Partition

This section describes how to use the menu options to select the CryptoServer LAN's boot
partition. For details about the boot partitions, see Boot Partitions in the CryptoServer
LAN (p. 17).

. Consider that CryptoServer LAN uses an SSH key only for one boot partition. An SSH key is
~ created for a boot partition when the CryptoServer LAN is booted for the very first time from this
boot partition.

1. On the front panel of the CryptoServer LAN, press the ENTER button.

2. Press the ENTER button to open the CSLAN admin. menu item.
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3. Use the | button to select Update & Maint. and press the ENTER button to open the menu
item.

4. Use the | button to select Set boot partition and press the ENTER button to open the
menu item.
The currently applied setting (factory, user1 or user2) is indicated by a full circle.

5. sethe | button to select the desired entry and press the ENTER button.

6. Usethe « orthe - button to insert the x in the brackets [x] Yes and confirm by pressing
the ENTER button.

7. Press the ESC button to leave the Update & Maint. menu and enter the CSLAN admin.
menu.

8. Reboot the CryptoServer LAN so you can start using the selected boot partition.

a. Use the | button to select Reboot and press the ENTER button to open the menu
item.

b. Usethe « orthe - button to insert the x in the brackets [x] Yes and confirm by
pressing the ENTER button. This restarts the CryptoServer LAN, and then boots the
boot partition you have just selected.

o&//4 The boot partition has been selected and applied successfully.

4.8.3 Reverting the Configuration of the CryptoServer LAN

Resetting the configuration of the CryptoServer LAN means you reset the entire configuration
in a particular boot partition. This process deletes all the settings you have made in this boot
partition.

Prerequisites

Before you reset the CryptoServer LAN configuration in a particular boot partition you may
need to select the boot partition you require as described in Selecting a Boot Partition (p. 86).

To reset the configuration of the CryptoServer LAN in a specific boot partition, follow these
steps:

1. On the front panel of the CryptoServer LAN, press the ENTER button.

Document No.: 2018-0010 Document Version: 1.5.10 Page 87 of 240
Product version: 6.0.0



Administering the CryptoServer LAN

2. Press the ENTER button to open the CSLAN admin. menu item.

3. Use the | button to select Update & Maint. and press the ENTER button to open the
menu item.

4. Use the | button to select Revert configuration and press the ENTER button to open the
menu item.

5. Respond to the prompt Really revert 'factory’ | 'user1’ | 'user2' by pressing the « or
the — button to insert the x in the brackets [x] Yes and then press ENTER to confirm.

6. Reboot the CryptoServer LAN, see Rebooting the CryptoServer LAN (p. 89), to reset the
configuration.

<\\////> The CryptoServer LAN has the default configuration as provided on delivery by the manufacturer
Utimaco.

Now change the default password for the root user, see Changing the Default Passwords (p. 27).

Make sure that you have booted the same boot partition as the one you have previously reverted
to default configuration.

4.8.4 \Verifying the Reachability in the Network (ping)

You can send Internet Control Message Protocol (ICMP) messages (pings) from the device
to check whether the device can contact other computers over the network.

To send a ping from the device:
1. On the front panel of the device, press ENTER.
2. Press OK to open the CSLAN admin. menu item.
3. Usethe | key to select Update & Maint. and press ENTER.

4. Use the | key to select Ping IP4 address and press ENTER to open the menu item.
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5. You can enter the IP address of the computer to which you want to send the ping.
The cursor under a number shows that you can change that number with the < and -
keys. Press the = key to move the cursor to the next number.
If you have selected the symbol | by using the — and - keys you can use the - key to
insert a zero at this point or you can use the « key to delete the current symbol.
If the cursor is positioned on the right below the last symbol, you can use the — key to
insert a zero at this point. If you press the — key several times, the zero entry will be
repeated.

6. Use the menu options to assign an IPv4 address for the network connection you require
and press ENTER.

7. Usethe « or — keys to insert the x in the brackets [x] Yes and confirm by pressing
ENTER. A success message is displayed.

<\///> The reachability in the network has been verified successfully.

4.9 Rebooting the CryptoServer LAN

Some of the settings you make on the CryptoServer LAN requires you to reboot the device
before the changes come into effect.

There are the following options to reboot the CryptoServer LAN:

* Local command-line
Perform the reboot command

* Remote command-line

a. Log in remotely to the CryptoServer LAN, see Logging in Remotely to the
CryptoServer LAN (p. 48).

b. Perform the reboot command.
* Front panel

a. Onthe front panel of the CryptoServer LAN, press the ENTER button.
b. Press the ENTER button to open the CSLAN admin. menu item.
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c. Use the 1 button to select Reboot and press the ENTER button to open the menu
item.

d. Usethe « orthe — button to insert the x in the brackets [x] Yes and confirm by
pressing the ENTER button.
After a few seconds, this reboots the CryptoServer LAN.

4.10 Shutting down the CryptoServer LAN

There are the following options to shut down the CryptoServer LAN:

= Local command-line
Perform the following command.
shutdown -h now
The -h option is necessary. Otherwise, only the CryptoServer shuts down but not the
CryptoServer LAN.

* Remote command-line

a. Loginremotely to the CryptoServer LAN, see Logging in Remotely to the
CryptoServer LAN (p. 48)

b. Perform the following command.
shutdown -h now
The —h option is necessary. Otherwise, only the CryptoServer shuts down but not
the CryptoServer LAN.

* Front panel
a. Onthe front panel of the CryptoServer LAN, press the ENTER button.
b. Press the ENTER button to open the CSLAN admin. menu item.

c. Use the 1 button to select Shutdown and press the — button to open the menu
item.

d. Usethe « orthe - button to insert the x in the brackets [x] Yes and confirm by
pressing the ENTER button.
The CryptoServer LAN then shuts down after a few seconds.
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The CryptoServer LAN should be kept running constantly to prevent the batteries from being used.
If a system is inactive for a long period, the batteries will be used up. After a while this can result in
the CryptoServer no longer being supplied with power, and all the data will be deleted. The
resulting maintenance tasks are not covered by Utimaco IS GmbH's liability. On the other hand, a
brief interruption to the power supply (if the device is being moved around etc.) does not place a
serious demand on the batteries and consequently there is no danger of data and settings etc.
being deleted.

411 Setting up PCle Clock Cards

As of CSLANOS v5.1, the CryptoServer LAN supports PCle clock cards providing a permanent
time source for the NTP daemon on the CryptoServer LAN.

Examples for PCle clock cards:

* Meinberg GPST180PEX using the GPS time as input

= Meinberg PZF180PEX using the DCF77 time signal as input (PZF: Pseudozufallsfolge,
pseudo-random sequence)

The PCle clock cards are already mounted on the CryptoServer LAN.

The CryptoServer LAN retrieves its time from a time source. This time source might be an NTP
server. As of CSLANOS 5.1, a PCle clock card is supported as a time source as well.

If you set the time on the CryptoServer LAN manually and if this causes the time difference
between the time on the CryptoServer LAN and the time of the time source to be larger than 1000
s, this causes an error message and the NTP daemon is terminated automatically. In such case,
the time on the CryptoServer will not be set.

To set up the PCle clock card, proceed as follows:

1. Switch off the CryptoServer LAN by pressing the f8 button.
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Figure 26 : Front view of the device

2. Attach the antenna cable to the right BNC port (a14) of the PCle clock card (a11)
according to the antenna manufacturer's manual.
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Figure 27 : Rear view of the device
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Figure 28 : PCle Clock Card
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Figure 29 : Sample for a DCF77 antenna with cable
3. Switch on the CryptoServer LAN by pressing the f8 button.
4. Position and align the antenna according the antenna manufacturer's manual.

The signal strength shown at CSLAN admin. > CSLAN Info > Show time source may help
you to do so, see Showing the PCle Clock Card Information (p. 79).

5. Verify in the antenna manufacturer's manual whether an LED (a13) on the PCle clock card
should indicate a certain status.

6. To set up NTP, follow the instructions in Setting up NTP (p. 95). Consider the differences
described below.

The differences between a CryptoServer LAN with and without a PCle clock card are as
follows.

* Disabled menu items
The following menu items are shown on the display but they are disabled. This is
indicated on the display by a small no way sign to the right of the menu item.

+ CSLAN admin. > Configuration > Services > NTP server IP addr.

+ CSLAN admin. > Configuration > CSLAN > Set Time
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= New menu item

* CSLAN admin. > CSLAN Info > Show time source, see Showing the PCle Clock
Card Information (p. 79)

= Changed menu item

+ CSLAN admin. > CSLAN Info > Show services info > NTP IPv4
This menu item does not show a reachable IP address but 127.127.28.0 to
indicate to the NTP daemon to get the time from the PCle clock card.

* The /etc/ntp.conf file
The NTP configuration of a CryptoServer LAN with a PCle clock card differs slightly from
the usual case. The IP address given by the server parameter inthe /etc/ntp.conf file
is not a reachable IP address but indicates to the NTP daemon to get the time from the
PCle clock card.
Example for the /etc/ntp.conf file:

# Servers can be configured with ip address only!
# This configuration doesn't allow request from non-configured IP addresses

server 127.127.28.0 minpoll 4 maxpoll 4 iburst

restrict 127.0.0.1
restrict default ignore d

riftfile /var/tmp/ntp.drift
pidfile /var/run/ntpd.pid

Additional servers may be configured. This can only be done by editing the /etc/
ntp.conf file but not by usingthe set_ntpd_server_config.sh scriptor by using
the front panel of the CryptoServer LAN. To do so, first log in remotely to the
CryptoServer LAN, see Logging in Remotely to the CryptoServer LAN (p. 48). Then edit
the file and perform the following command to apply the changes.
/etc/init.d/ntpd restart

* The /etc/sysconfig/ntpd file
On the CryptoServer LAN with PCle clock card support, the NTP daemon is enabled by
default. In contrast to the CryptoServer LAN versions without a PCle clock card, ntpdate
is not executed at the ntpd start because the given server IP address for the PCle clock
card is not accessible by ntpdate. To ensure that the time can be set at the start, ntpd is
started with the -g option, which causes ntpd to set the system time once regardless of
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the time difference.
Example for the /etc/sysconfig/ntpd file

# Begin /etc/sysconfig/ntpd

# Default settings for ntpd. This file is sourced by /bin/sh from
# /etc/init.d/ntpd.

# Start ntpclient yes|no
START_NTPD="yes"

# ntpd uses Meinberg Card as time source
# Do not change this!
USE_MBG="yes"

# Options to pass to ntpd
NTPD_OPTS="-g"

# End /etc/sysconfig/ntd

412 Setting u